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INTRODUCTION

Since the beginning of the 21st century, digital technologies have
brought about profound transformations in social, economic, and
cultural domains, reshaping classical modes of production and
consumption. The tourism sector is among the fields most
significantly affected by this transformation. Online reservation
systems, mobile applications, virtual and augmented reality-
based destination promotions, Al-powered personalized
recommendations, and location-based services have integrated
the tourist experience into an end-to-end digital network.
Consequently, decision-making processes across a wide
spectrum—from destination marketing to guest relations-have
acquired a data-driven structure, and the sector has been radically
reshaped not only in service delivery but also in the planning of
tourism flows.

However, this digital transformation has introduced not only
opportunities but also considerable risks and debates. The
collection of personal data, the invisible guidance of algorithms,
the susceptibility of online review systems to manipulation,
surveillance capitalism, and algorithmic power highlight the
ethical and political dimensions of digitalization in tourism. At
this point, the phenomenon referred to as “digital dictatorship”
points to a new form of power in which not only states but also
global platforms and major technology corporations influence
user behavior and even shape social norms.

This study addresses both the opportunities and threats brought
about by digitalization in tourism through the lenses of
surveillance capitalism and algorithmic power. First, the impacts
of digital transformation and digital citizenship in the context of
tourism are discussed; subsequently, the reflections of digital
dictatorship on the sector are examined under subheadings such
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as surveillance, data-driven guidance, algorithmic hierarchy, and
automated decision-making systems. The main aim of the study
is to demonstrate that digitalization in tourism is not merely a
technological innovation but also a process that transforms
economic and social power relations, while providing sectoral
actors with an ethical, legal, and strategic framework.

1 DIGITALIZATION IN TOURISM

Digitalization is a process that begins with the conversion of
analog data into digital format and, over time, evolves into what
is known as digital transformation—fundamentally changing
business operations, user experience, and service delivery. This
transformation is supported by technologies such as artificial
intelligence, big data, cloud computing, and the Internet of Things
(IoT), progressing in parallel with globalization.

In the context of tourism, digital transformation reshapes all
stages of the travel experience: from online reservation systems
to digital guidance services, from virtual tour applications to
personalized travel recommendations, many innovations have
become possible through digital technologies. At the same time,
destinations are promoted globally through digital platforms,
while local businesses gain access to international markets.

Yet, this transformation also entails certain risks. Issues such as
the collection of tourist data, the use of surveillance technologies,
and digital inequality must be carefully examined in terms of
tendencies toward digital dictatorship. Therefore, the process of
digital transformation in tourism embodies a multidimensional
structure that involves both opportunities and ethical
responsibilities.
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1.1 Digital Transformation and Globalization

The concepts of digitalization and digital transformation are
among the key dynamics that today generate profound changes
across economic, social, cultural, and political spheres. With the
acceleration of technological developments, these concepts
extend beyond the domain of information and communication
technologies, transforming not only individuals’ lifestyles but
also organizational structures and even the governance
approaches of states.

The term digital originates from the Latin word digitus, meaning
“finger,” and in modern usage refers to the process of converting
data into numerical form. In this context, digitalization means the
conversion of analog (continuous) data into digital (discrete and
numerical) form—that is, into a format that computers can
understand and process. Through digitization, data have become
easier to store, analyze, share, and manage (Klein, 2020a).

The first steps of digital transformation were taken with the
development of computer technology and its integration into
daily life. Initially, this process was limited to transferring analog
information into digital environments within businesses and
institutions. This enabled the automation of operational functions
and their execution in a more efficient manner. For example,
keeping accounting records in digital systems or managing
customer relations through databases constituted the early stages
of digital transformation.

However, over time, digital transformation has come to signify
far more than simple digitalization. Today, digital transformation
refers not only to the integration of technology but also to the
emergence of new business models, the transformation of
organizational culture, the shift of decision-making processes
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toward data-driven structures, and the reshaping of social
structures. This transformation is supported by advanced digital
technologies such as artificial intelligence, the Internet of Things
(IoT), big data analytics, blockchain technology, and cloud
computing.

In this regard, Germany’s Industry 4.0 initiative and, more
broadly, the concept of the Digital Economy are regarded as
significant frameworks representing the current state of digital
transformation (Omol, 2023). Industry 4.0 refers to going beyond
automation in production processes toward machine-to-machine
communication and decision-making carried out through digital
systems, whereas the digital economy encompasses the conduct
of economic activities in digital environments and the creation of
value from these domains.
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Figure 1. The History of Industrial Revolutions

& Mechanization (1780)
1 0 Industrial production with machines
L powered by water and steam
technologies.

4 Electricity (1870)
Z O Mass production through assembly lines.

Automation (1970)
Automation with computers and

; O ®  clectronics. Interconnected devices in
O processes, use of data analysis and
artificial intelligence.

Globalization (1980)
3 5 ®  Production carried out in countries with
@ low costs.

Today — Digitalization

¢ [nterconnected smart devices in all

4 O production processes, using data analysis
® and artificial intelligence.

Future — Personalization
Human-machine collaboration.
5 O 9 Computers augmented with human

o cognitive skills working in harmony.
Highly skilled humans return to industrial
production to train machines, enable

customized production, and perform
superior tasks.

Sourca: URL-1

Germany, confronted with the competition of the United States’
high-tech companies and China’s low-cost labor, sought to
maintain its economic superiority and therefore introduced the
concept of Industry 4.0 at the Hannover Fair in 2011. With this
approach, Germany aimed to adopt digitally based production,
bring its industry back within national borders, and achieve a
competitive advantage by reducing labor costs. Japan, on the
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other hand, developed the Society 5.0 approach to address the
challenges arising from an aging population, envisioning a
sustainable “super-smart society” by integrating technology with
human life.

Driven by necessity and the pursuit of convenience, the transition
to steam power laid the groundwork for industrial revolutions
(Okatan & Yildirim, 2021). From the Industrial Revolution to the
present day, innovations ranging from water- and steam-powered
machinery to the use of electricity and ultimately digital
production have transformed production systems (Gedik, 2021).

Figure 2. Industrial Revolutions
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Digital transformation takes shape through the integration of
individual and organizational information technologies,
encompassing the transformative effects of modern technologies
such as social media, mobile applications, data analytics, cloud
systems, and the Internet of Things on businesses (Saglam, 2020).
Advances in information technologies, combined with the
influence of globalization, have made digitalization significant
for both national economies and all areas of daily life. On a micro
scale, digitalization transforms people’s lifestyle habits and the
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working methods of businesses, while on a macro scale, it
influences public administration, organizational structures,
economic dynamics, and business models. Due to global and
national competitive conditions, businesses are compelled to
integrate their existing structures, processes, and technologies
into digital transformation. Since digital transformation can cause
changes in all aspects of business—from processes to
infrastructure, from product and service design to customer
relations—it is important for the process to be carried out within
a defined roadmap and strategic planning (Klein, 2020b; Boz &
Serinkan, 2022).

Alongside sectors and businesses changing in terms of
information and technology, it is observed that employees
equipped to adapt to digital transformation also take part in the
industry. Adaptation to digitalization requires transformations in
employees such as technical competence, digital mastery,
technology-oriented thinking, creativity, and problem-solving
ability arising from digitalization (Kizanlikli, 2022).

1.2 Digital Humanity/Citizenship

The concept of citizenship is considered a dynamic form of
interaction among democracy, society, and education (Ko¢ &
Kog, 2021). A digital citizen is defined as an individual who
possesses the knowledge and skills to effectively use digital
technologies in order to participate in social life, interact with
others, produce digital content, and share or consume such
content. The distinction between digital citizenship and
traditional citizenship lies in the former’s emphasis on mastery of
electronic processes between the state and citizens, as well as
knowledge of digital environments (Yalginkaya & Cibaroglu,
2019). The behavioral norms that enable the conscious, correct,
ethical, and responsible use of technology define digital
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citizenship. It involves using technology efficiently and safely
while also respecting the rights of others (Oztiirk, 2021).

Ribble et al. (2004), who contributed to the development of the
concept of digital citizenship, examined it across fundamental
dimensions such as digital communication, access, ethics,
commerce, literacy, health, law, rights-responsibilities, and
security. Choi and Kim (2018) additionally addressed the
dimension of digital participation (Tiifek¢i & Celikdz, 2024);

o Digital Health: Refers to the ability of digital citizens to
maintain both their physical and psychological health, as
well as to access health data anytime and anywhere
through applications such as e-Nabiz.

o Digital Security: Refers to the ability to protect personal
data and digital tools while using the internet and digital
technologies, and to take precautions against potential
digital threats.

e Digital Rights and Responsibilities: Just as in real life,
individuals have certain rights and responsibilities in
digital environments. This competency involves being
aware of one’s rights and fulfilling one’s responsibilities.

e Digital Law: Digital environments require rules for
orderly and secure functioning. Digital platforms are not
spaces for unlimited or irresponsible behavior. This
competency entails knowing and adhering to these rules.

o Digital Access: Everyone has the right to access the
digital world and utilize its opportunities. This
competency refers to equal access to digital resources
regardless of language, religion, race, sect, status, or
position.
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e Digital Ethics: In addition to legal regulations, moral
values are valid in the digital world, and this competency
involves adherence to these ethical standards.

e Digital Communication: Refers to expressing one’s
thoughts and emotions through written or verbal means on
digital platforms.

e Digital Literacy: Encompasses the ability to access
information, use it, critically evaluate it, and manage it
effectively by taking advantage of the opportunities
offered by the internet.

e Digital Commerce: Involves conducting shopping in
digital environments, being prepared for potential issues,
and performing online financial transactions.

e Digital Participation: Refers to active involvement in
social life through digital environments.

Digital citizenship has directly shaped both the functioning of
states and the lifestyles of individuals. Particularly during the
COVID-19 pandemic, the use of digital technologies in accessing
healthcare increased, accelerating the acquisition of digital
identities among people (Ongéren, 2022). While official
procedures were previously carried out unidirectionally, they can
now be executed bidirectionally in electronic environments.
Conducting official and private transactions through digital
channels has transformed information into a contributing factor
in production processes. However, electronic environments
involve complex processes that necessitate certain competencies
for security purposes. Compliance with relevant regulations in
official digital services is important. Conducting these
transactions requires a device with internet connectivity and the
ability to manage it effectively (Yalginkaya & Cibaroglu, 2019).

One of these services, Beyaz Masa, is a call center established in
1994 by the Istanbul Metropolitan Municipality, aiming to
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resolve public issues and provide consultancy by recording
citizens’ requests. With the activation of BIMER (Prime Ministry
Communication Center) in 2016, citizens could access the Prime
Ministry online 24/7 from anywhere in the world. CIMER
(Presidency Communication Center) serves as a digital platform
facilitating the exercise of information and petition rights,
allowing citizens to submit opinions and suggestions regarding
public policies (Dede, 2024a).

In addition to CIMER, established for digital communication,
IHBARWEB (Information Technologies and Communication
Authority Internet Information Reporting Center) was created to
combat digital crimes, such as promoting suicide or encouraging
gambling, under the scope of digital rights and responsibilities.
Applications like KAYSIS (Electronic Public Information
Management System), which can be evaluated under digital
access, enable communication with public institutions, access to
governance information, understanding organizational structures,
and access to all documents related to services provided. In the
dimension of digital commerce, e-Beyanname accelerates
bureaucratic procedures by allowing electronic submission of tax
declarations to the tax office. For digital literacy, e-Books provide
readers with free access to book reading experiences. VERBIS,
which can be considered under digital ethics, aims to facilitate
rapid and easy submission of complaints regarding violations of
personal rights. In digital law, UYAP (National Judiciary
Informatics System) is a platform where judicial, administrative,
and oversight activities are conducted, providing electronic
integration for judiciary and support units. Under digital health,
e-Nabiz allows citizens to access and manage personal health
information, schedule appointments, and view test results and
diagnoses. The SIBERAY application, conducted by the General
Directorate of Security’s Cybercrime Department, guides users in
safe internet use (Dede, 2024b).

10
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1.3 The Impact of Digitalization on Tourism

Digitalization refers to the use of technological developments by
businesses to transform existing business models, increase
capacity for revenue and value generation, and gain a competitive
advantage. The resulting changes and interactions are described
as the digital transformation process. Digital transformations in
the tourism sector allow tourists to pre-experience products and
services, preventing potential issues, offering personalized
services and products to ensure satisfaction, and enabling
effective customer tracking through the processing of guest data
(Asiltiirk Okutan, 2024).

The COVID-19 pandemic accelerated the integration and effects
of digitalization in the sector, reflecting on business models and
customer demands, and leading to significant changes. With the
increasing demand for digital services, tourists experience greater
ease in accessing new destinations. Through digital marketing
strategies and online platforms, both pre-travel information
gathering and purchase processes have become faster and more
accessible. Additionally, experience sharing and user reviews
enable potential tourists to benefit more effectively from others’
recommendations in their decision-making processes (Mugan
Ertugral et al., 2022; Sezgin et al., 2021).

The effects of digitalization are frequently observed in tourism
components such as accommodation, travel services, tour
guiding, and entertainment. Evaluating digitalization in the
tourism sector requires a broad perspective because digitalization
cannot be confined solely to tourism components. Even devices
used by kitchen chefs can be considered as a reflection of the
digital world in the sector. Therefore, all sub-activities and details
of the sector’s branches are directly or indirectly connected to
digitalization (Kahraman et al., 2024).

11
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Automation systems used in accommodation businesses to
provide fast and high-quality service facilitate interdepartmental
coordination and ensure that staff duties are carried out
systematically and orderly. These automation systems are applied
in various smart applications to enhance the guest experience.
Biometric systems integrated with facial recognition technology
and smart room keys simplify check-in and check-out processes,
while Al-supported applications enable functions such as wake-
up calls, automated curtain control, and voice-command
temperature adjustment. Such smart room systems improve front-
office operations and contribute to personalized service delivery
(Zengin & Kazdal, 2020).

Software-supported digital menus display detailed information
about food and beverage options on electronic screens, designed
according to the business’s field of activity and service type.
Touchscreen or non-touch digital displays are commonly used in
food and beverage establishments in the tourism sector (Karagoz,
2022). Digital dining tables enhance user experience by providing
both digital menu presentation and real-time monitoring of meal
preparation through chef cameras. These systems offer guests
transparent information on meal preparation while creating an
interactive experience. Moreover, these tables include internet
access, meeting guests’ online connectivity needs (URL-1).

12
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Figure 3. Ebony Interactive Restaurant

Source: URL-2

The integration of artificial intelligence (Al) technologies into the
delivery and management of tourism services has brought about
profound changes. Al-based technologies such as machine
learning, natural language processing, and data analytics are
utilized to personalize guest experiences, enhance operational
efficiency, and improve decision-making processes. Among these
services, chatbots and virtual assistants provide uninterrupted
24/7 service, delivering instant responses and facilitating
reservation processes. Data analyses help understand guest
preferences and behaviors, enabling businesses to tailor their
service offerings and marketing strategies (Skubis et al., 2024).

With the introduction of humanoid service robots in the sector,
the impact of robotic technologies has become a determining
factor in competition. Robots are increasingly used in various
tourism departments, including food and beverage service, tour
guiding, and front-desk operations, providing human-robot

13




DIGITAL DICTATORSHIP IN TOURISM

interactive services instead of traditional human-to-human
interactions (Sezgin & Karagéz, 2021).

Figure 4. Henn na Hotel Reception
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Mobile applications provided by airlines allow passengers to
manage their travel processes digitally. Through these
applications, a wide range of transactions—such as flight
reservations, ticket purchases, baggage tracking, check-in
procedures, boarding with QR codes, access to support lines, and
selection of special meals and seats—can be easily performed.
This not only personalizes the passenger experience but also
enhances operational efficiency (Colakoglu & Samanci, 2024).

Holograms, interactive  design, NFC  (Near Field
Communication), audiovisual applications, as well as virtual,
augmented, and mixed reality are increasingly used in museums
today (Koken et al., 2025). Virtual reality provides tourists with
unique interactive experiences, enabling them to acquire

14
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information about a destination prior to visiting and reducing
physical distance. Virtual museology, which transforms
traditional museum practices, allows museums to reach visitors
via websites and offer e-culture activities (Yildiz et al., 2022).
Touchscreen kiosks have made museum experiences more
interactive and engaging, and most visitors prefer to explore
exhibitions through these kiosks. Personalized recommendations,
videos, QR code scanning, and mobile applications in museums
enrich the user experience, while the design and user-friendly
interface of kiosks enhance efficiency (Vargiin, 2022).

Today, online travel agencies have largely replaced traditional
travel agencies. Through websites and mobile applications,
services such as flight bookings, hotel reservations, car rentals,
and holiday packages are offered, providing users with time-
saving and 24/7 access (Dogan & Eker, 2022). Traditional
booking procedures involve multiple intermediaries, such as
travel agencies, banks, and payment providers, which increase
costs and slow down the process. Blockchain technology,
however, is transforming this structure by reducing
intermediaries, making transactions faster, lower-cost, and
automated. Smart contracts enable secure and efficient
completion of reservation processes. Since all data is recorded
immutably, the system ensures transparency. Passengers can
track payments and avoid hidden fees. The decentralized nature
of blockchain protects data without reliance on a single server,
thereby reducing security risks such as identity theft and credit
card fraud. Some airlines have adapted to this technological
development and started selling tickets via cryptocurrency
(Soydan & Rodoplu, 2024).

15
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1.4 The Travel Experience Reimagined Through
Technology

Systems incorporating advanced technological tools that allow
individuals to experience digitally created environments are
referred to as virtual reality (VR). Typically, these systems
consist of a head-mounted display and a glove-like control unit
called a Data Glove, which detects hand movements. This
hardware allows users to perceive three-dimensional
environments visually and auditorily in a realistic manner. VR
operates through an intensely interactive user interface designed
to create the sensation of being in an alternate reality, fully
immersing the user in a digital universe (Baran & Baran, 2021).

The widespread use of mobile technologies and fast wireless
connectivity has led to an increase in web-based and mobile
applications, making it easier to create interactive, educational,
and enjoyable experiences. Emerging technological innovations
affecting the tourism sector have led to digital transformations.
Innovative technologies such as robotics, the Metaverse,
augmented reality (AR), virtual reality (VR), mixed reality (MR),
and artificial intelligence (AI) are enabling reimagined travel
experiences.

The use of augmented reality in marketing processes is gaining
momentum and is considered a powerful tool capable of driving
profound changes in marketing strategies (Cigerci, 2025). AR is
a visualization method that integrates digitally generated text,
video, graphics, or GPS information onto real-world images (e.g.,
captured through computer or smartphone cameras). By
projecting virtual data onto the physical environment, AR merges
computer-generated visual content with the real world (Y1lmaz &
Karamustafa, 2022). AR technology, applicable in fields such as
education, healthcare, art, commerce, and industry, is used in

16
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tourism to enrich visitor experiences and support informative
communication. It allows tourists to explore environments
innovatively, preview destinations, evaluate services, and
facilitate decision-making processes. Consequently, AR has
become an important tool in marketing activities (Dag &
Cavusoglu, 2024).

Virtual tour applications enable users to explore destinations
without physically visiting them, a process referred to as “Virtual
Reality Travel” or “Virtual Travel Tourism” (Kuru & Akdogan,
2022). VR headsets are employed for pre-travel planning in
hotels, pre-sales services in travel agencies, and destination
promotion. Through these tours, individuals can discover and
obtain detailed information about services they intend to
purchase. Unlike traditional brochure-based promotion, 360-
degree VR videos provide a more interactive experience (Cigerci,
2025).

Virtual reality environments establish strong interactions between
potential visitors and destinations, offering a competitive
advantage in the tourism sector. Positive virtual tour experiences
not only increase user satisfaction but also strengthen brand and
destination loyalty. Satisfying VR experiences create a reciprocal
interaction loop with real travel behaviors, providing valuable
feedback for destination marketing strategies.

Additionally, the use of VR headsets has increased following the
COVID-19 pandemic (Din¢ & Bayrak, 2025). The primary
distinction between AR and VR lies in user experience: in AR,
users view the physical environment augmented with digital
elements, whereas in VR, they are fully immersed in a digitally
created artificial environment (Timur & Koz, 2022).
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Figure 5. Virtual, Augmented, and Mixed Reality Technologies
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Source: URL-4

Mixed reality (MR) technology, which enables users to interact
with content, is particularly utilized in cultural tours by anchoring
virtual content to specific points within physical spaces, thereby
enhancing the user experience (Mkwizu, 2023). Combining
virtual reality (VR) and augmented reality (AR) technologies,
MR creates environments in which virtual and real elements
interact, producing a realistic perception for the user. Although
MR provides an immersive experience similar to VR, interaction
with objects allows for a more natural and intuitive experience.
By integrating virtual elements into an individual’s physical
environment, MR provides an opportunity to experience both
worlds simultaneously (Mirza et al., 2022).

Extended reality (XR) encompasses all virtual and physical
environments created through computer-assisted technologies.
The “X” represents any current or future spatial computing
technology. XR includes transitional phases between augmented
reality, virtual reality, and mixed reality. The degree of
virtualization may range from minimal sensory contribution to
full immersion in a virtual environment. The primary aim of XR
1s to enhance human experience both through VR, which provides
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a sense of presence, and AR, which facilitates information
acquisition. The continuous evolution of human-computer
interaction continues to drive the development of the XR concept
(Creutzburg et al., 2021).

Artificial intelligence (AI) technologies are increasingly
innovative tools and are also applied across various components
of tourism. Al-supported systems can assist tourists throughout
the travel process, from decision-making and booking to
purchasing and service consumption during their trip (Asiltiirk
Okutan, 2024). This technology, which provides personalized and
enriched recommendations, utilizes big data analytics to examine
visitors’ behaviors and preferences, supporting the development
of more customized services. In particular, Al-based algorithms
can analyze tourists’ past travel experiences to suggest potential
future preferences, making marketing strategies more effective.
In this way, tourists are offered more suitable and engaging
options, thereby enhancing the quality of their experience (Ibis,
2025).

2 DIGITAL DICTATORSHIP

Digital dictatorship is defined as the effort to control and direct a
target audience using digital technologies. To achieve this goal, it
employs both individually and collectively used technological
tools.

2.1 Concept of Digital Dictatorship

Digital dictatorship refers to the continuous surveillance of
society, the manipulation of individual behaviors, and the
suppression of dissent through the use of digital tools such as big
data, artificial intelligence, facial recognition systems, social
media, and monitoring technologies. In the literature, the three
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traditional elements of authoritarianism—Iegitimacy, coercion,
and co-optation (control through participation)—can be
implemented much more effectively and comprehensively
through digital means (Schlumberger et al., 2024). Within this
framework, digital technologies form the fundamental technical
infrastructure of digital authoritarianism, offering unprecedented
opportunities for data collection, manipulation, and behavior
control.

Furthermore, Zuboff’s concept of “surveillance capitalism”
emphasizes the economic dimension of digital pressure,
highlighting how private companies, rather than public
authorities, predict and guide individuals’ behaviors through data
surpluses (Naughton, 2019). Additionally, governments—
whether democratic or authoritarian—using Al for surveillance,
censorship, and disinformation pose serious threats to individual
freedoms and democratic institutions. For these technologically
empowered authoritarian mechanisms to be effective, mastery of
both technology and legal norms is critical (Helbing et al., 2018).

Digital dictatorship represents a new form of governance in which
authoritarian regimes employ technology as a tool of control over
society. These regimes combine traditional censorship methods
with digital surveillance technologies, restricting citizens’ access
to information, limiting freedom of expression, and suppressing
opposition (Morozov, 2011; Feldstein, 2021). In this sense,
digital dictatorship is not only a political control mechanism but
also a technology-based process of social engineering (Zuboff,
2019).

A defining feature of digital dictatorships is widespread
surveillance systems. Al-supported facial recognition cameras,
internet traffic monitoring, and big data analytics enable
individuals and institutions to continuously observe and analyze
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citizens’ digital behaviors (Deibert, 2013; Qiang, 2019). This
encourages self-censorship and restricts freedom even in public
spaces. Social media posts, emails, and even private messages are
subject to institutional oversight.

Another key feature is the shaping of public opinion through
disinformation and algorithmic manipulation. In digital
dictatorships, state-supported bot accounts, troll armies, and
algorithms create false agendas while suppressing real
information (Bradshaw & Howard, 2018). This legitimizes
institutional narratives while systematically reducing the
visibility of alternative perspectives, undermining democratic
debate and preventing public dissent (Feldstein, 2021).

Digital dictatorships use technology not only as a surveillance and
censorship tool but also as a mechanism to enforce compliance.
For instance, applications such as social credit systems score
individuals’ behaviors to maintain social discipline (Zuboff,
2019; Qiang, 2019). Such systems influence not only professional
life but also consumption habits, travel preferences, and social
mobility. Therefore, digital dictatorship directly affects sectors
that rely on mobility, such as tourism.

2.2 Surveillance Capitalism

Surveillance capitalism, as defined by Shoshana Zuboff, refers to
the process by which digital platforms commodify user data and
generate economic value from it (Zuboff, 2019). In this system,
users’ digital interactions are analyzed not only to provide
services but also to predict and influence future behavior.
Consequently, individuals unknowingly participate in the
surveillance process, becoming a primary economic input.
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According to Zuboff, this form of surveillance poses serious
threats not only to individual privacy but also to democratic
institutions (Zuboff, 2019). As a core dynamic of platform
capitalism, this process does not operate solely based on user
consent; it often involves exploitation legitimized through user
agreements, without full awareness (van Dijck, 2014).

Surveillance capitalism represents a new regime of capitalist
accumulation in which behavioral data derived from individuals’
digital interactions are utilized for commercial gain and social
engineering. Human experiences are transformed into
measurable, trackable, and predictable data sets, which are then
monetized. Surveillance capitalism undermines the principle of
user consent, exploiting individual subjectivity, privacy, and
behavioral predictability within a digital economy.

This concept is used to explain not only the practices of
technological companies but also how cross-sector networks—
such as security, advertising, tourism, and insurance—establish
data-centric domains of power. In this context, the tourism sector
has become one of the fastest-growing and most deeply
penetrated areas of surveillance capitalism.

2.2.1 Commodification of Behavior

Within surveillance capitalism, everyday online searches, social
media posts, location histories, and even user-generated content
on review platforms are treated as “behavioral surplus” (Zuboff,
2019). These data are not only used to analyze past tendencies
but also to predict and shape future preferences. For instance, a
user’s online research on a topic can trigger dynamic pricing,
targeted advertisements, and personalized recommendations
across different platforms via algorithms. This process channels
personal freedom through economic and digital algorithms.
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2.2.2 Data Architecture: Digital Hegemony

In recent years, digital platforms providing services across
various sectors operate according to the logic of surveillance
capitalism. These platforms analyze user behaviors through data-
centric architectures, shaping both content delivery and user
preferences. Recommendation algorithms, in particular,
determine which products, services, or events are visible, thereby
manipulating visibility (Gretzel et al., 2015). Such algorithmic
manipulation has the potential to steer users toward economically
profitable options rather than the most suitable services, creating
an asymmetrical power relationship and reducing the competitive
potential of small-scale actors with low digital visibility.

2.2.3 Surveillance Marketing and Emotional Perception
Management

Surveillance capitalism targets not only rational consumer
behavior but also users’ emotional responses and psychological
tendencies. Data derived from digital footprints are analyzed to
infer variables such as stress levels, time pressure, and vacation
motivation, forming perception management-based digital
marketing strategies (Kang et al., 2014; Gretzel et al., 2016;
Zuboft, 2019). For example, users’ Google searches, Instagram
activity, and social media interactions are analyzed to deliver
content aligned with their emotional states. This shifts the
experience from spontaneous to algorithmically guided.

2.2.4 Erosion of Privacy and Ethical Concerns

Surveillance capitalism practices raise serious ethical issues
concerning privacy and data security. Location-based services—
such as airport applications, city guides, and digital tour
assistants—track users in real time and may share this data with
third parties (Lyon, 2018).
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Cookie policies and user agreements, often accepted without full
awareness, provide a legal framework for this data flow, creating
uncertainty and an asymmetrical relationship regarding data
ownership. Within surveillance capitalism, the individual is not
only a “service recipient” but also a continuously monitored and
data-producing subject.

Surveillance capitalism is not merely an instrument for economic
gain; it systematically transforms the nature of experiences,
interferes with individual choices, and erodes privacy. The
system aims to make the present predictable and steerable in order
to “control the future.”

2.3 Algorithmic Power

Algorithmic power is a new form of authority that invisibly
directs individuals’ access to information, behavior, and decision-
making processes through digital infrastructures. This concept
particularly applies to social media algorithms, search engines,
recommendation systems, and Al-supported data analysis,
functioning as a decentralized but highly effective control
mechanism (Beer, 2009). These systems personalize content
based on users’ past search and click behavior, providing “more
relevant” options while simultaneously acting as a digital filtering
and steering tool (Gillespie, 2014). Algorithmic power differs
from classical authority in that it is guiding rather than coercive,
consent-generating rather than repressive (Rouvroy & Berns,
2013).

2.3.1 Influence of Algorithms on Decisions

Algorithms are not only technical tools but also normative
regulators. Decisions regarding visibility, content dissemination,
and behavior encouragement are determined algorithmically,
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creating “epistemic inequalities” in digital spaces (Villa et al.,
2025). Algorithmic guidance shapes not only individual
consumption behavior but also the visibility of products and
services, directly affecting the digital competitiveness of relevant
actors.

2.3.2 Visibility Economy and Digital Hierarchy

Algorithms utilize user behavior data to determine which
products, services, institutions, or organizations gain prominence,
establishing a “digital hierarchy.” Actors generating the most data
and clicks gain visibility, while others are marginalized (Couldry
& Mejias, 2019). Small, local, and alternative actors are
disadvantaged, whereas branded products, services, and large
enterprises gain prominence. Global platforms and those with
high advertising budgets benefit digitally, reproducing economic
inequality through algorithmic power.

2.3.3 Data-Driven Guidance and Standardization of
Experience

Algorithms make recommendations based on prior behavior and
the preferences of users with similar profiles, leading to
standardized experiences—i.e., individuals with similar profiles
encounter similar experiences (Gretzel et al., 2015). Original,
spontaneous, or culturally distinct experiences are replaced by
“pre-designed” and “optimized” algorithmic experiences.
Popular businesses or viral locations on social media gain
prominence in algorithmic rankings, while lesser-known cultural
sites and alternative businesses are systematically excluded,
narrowing diversity and cultural richness.

2.3.4 Political and Ethical Dimensions of Algorithmic
Power
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Algorithmic power is not only an economic issue but also a
political and ethical one. Particularly in authoritarian regimes,
digital platform algorithms function as tools for not only guiding
users to products or services but also for information censorship,
security monitoring, and behavioral control (Morozov, 2011).
Digital traces can be used by state authorities for “risk scoring”
in certain contexts.

Algorithmic processes are often opaque, and users make
decisions without full awareness of these influences, blurring the
line between data-driven guidance and free will. Therefore,
algorithmic power must be considered both a technological and a
critical, ethical, and political issue.

2.4 From George Orwell to Zuboff: Readings on Digital
Power

George Orwell’s 7984 is a literary and political precursor to
modern surveillance societies. In Orwell’s dystopia, individuals
are constantly monitored through devices called “Telescreens,”
and even thought is controlled by the “Thought Police” (Orwell,
2016; Karabulut, 2023).

While Orwell presents a state-centered model of totalitarian
surveillance, Zuboff’s theory of surveillance capitalism argues
that this system has evolved into a market-centered form managed
by the private sector. Zuboff’s “Big Other” concept illustrates that
surveillance operates algorithmically and economically rather
than directly repressively, contrasting with Orwell’s “Big
Brother” (Orwell, 2016).

Orwell’s critique centers the state, whereas Zuboff highlights that

surveillance mechanisms are now in corporate hands, posing
threats to democratic structures comparable to Orwellian systems.
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Both  perspectives, = however,  underscore  structural
transformations threatening individual autonomy in the digital
age.

2.5 Rise of Digital Authority

Digital authority transcends traditional notions of power,
functioning through new media technologies, Al systems, data
architectures, and online platforms (van Dijck, 2014). This
authority does not rely on a physical figure; rather, it presents
itself as anonymous, technical, impartial, and rational. Yet this
apparent neutrality exerts strong influence over individual
choices, behaviors, and thought patterns (Gillespie, 2014).

Digital authority has increasingly replaced classical forms of
authority since the second half of the 21st century. It emerges not
only from state control or economic power of market actors but
also from multi-layered sovereignty built through data ownership,
algorithmic decision-making, control of information flows, and
platform regulations. This new form of authority affects political,
economic, cultural, and social practices.

With the proliferation of digital technologies, individuals and
institutions are increasingly dependent on virtual spaces, data
systems, and algorithmic guidance. Digital authority manifests in
three dimensions:

2.5.1 Authority of Knowledge

Knowledge authority refers to the competence and recognition of
an individual, institution, or source to produce or disseminate
accurate, reliable, and valid information (Rieh, 2002). Decisions
are largely shaped by platforms such as Google, TripAdvisor,
Booking.com, which, despite appearing to reflect users’
experiences, control information through algorithmic rankings,
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sponsored content, and data-driven promotion. This plays a
strategic role in shaping choices about what to purchase or which
experiences to pursue.

The authority of knowledge is contestable, making it essential to
ask: “Why is this source considered authoritative?” and “How
reliable is the information source?”

2.5.2 Authority of Interpretation

Review systems, though appearing as tools to evaluate individual
experiences, also act as digital authorities, establishing behavioral
norms and disciplining service providers (Klostermann et al.,
2025). Negative ratings can significantly weaken a business’s
digital presence, giving platforms not only a record-keeping role
but also digital influence over service providers (Bhuvaneswari,
2024).

Digitalization has accelerated information production and
circulation, transforming interpretive authority. Traditional actors
like experts, academics, or religious authorities are now
supplemented or replaced by social media influencers, content
creators, algorithms, and Al systems. Algorithmic structures
determining visibility and accessibility indirectly influence which
information or reviews are emphasized, constructing a new type
of authority.

Interpretive authority in the digital age is thus a multi-layered
power domain that shapes not only content creation but also how
content 1is understood, continuously negotiated between
individual freedom of thought and platform-based control.
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2.5.3 Authority of Surveillance

Digitalization has fundamentally transformed the operation and
scope of surveillance authority. Traditionally attributed to state
apparatuses or central institutions, surveillance authority now
functions in a multi-actor, distributed system. Private tech
companies, social media platforms, and algorithms play active
roles in surveillance, influencing user behavior, data sharing,
access rights, and algorithmic rankings (Zuboff, 2019).

Michel Foucault’s theories of surveillance and discipline provide
a key framework for understanding digital surveillance authority.
His panopticon metaphor can be reinterpreted through
contemporary digital systems, where individuals are continuously
monitored and data is collected, leading to self-regulation
(Foucault, 2020). Surveillance authority thus operates not only
externally but also as an internalized control mechanism.

Digital authority should therefore be seen not as a temporary
technological phenomenon but as a new form of sovereignty
emerging at the intersection of modern capitalism and
digitalization. It regulates aspects such as experience production,
visibility mechanisms, behavioral norms, and spatial access.

3 THE JOURNEY OF ALGORITHMS: FROM
RECOMMENDATION TO GUIDANCE

With the rapid spread of digitalization, traditional word-of-mouth
communication has gradually been replaced by electronic word-
of-mouth communication. In the tourism sector, online content
and reviews generated by users play a significant role in
destination and service selection. The development of mobile
technologies has led to an increase in applications used for travel
planning and booking processes. However, the reliability of
reviews on digital platforms and the risk of manipulation are
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critical factors that users consider in their decision-making
processes. In this context, leading platforms such as Tripadvisor,
Booking.com, and Airbnb emerge as key actors shaping both user
experiences and sectoral trustworthiness.

3.1 Mobile Applications (Airbnb, Booking, TripAdvisor,
etc.)

Traditional word-of-mouth communication has increasingly been
replaced by electronic word-of-mouth communication with the
proliferation of digital communication. In electronic word-of-
mouth, user-generated content is particularly important in the
purchase of services, such as tourism, which cannot be directly
tested. Tourists often consult online reviews before making
decisions about destinations or accommodations, benefiting from

the evaluations of those who have previously experienced them
(Chu et al., 2022).

Advances in mobile technology, coupled with the widespread use
of smartphones and tablets, have made electronic communication
indispensable. Mobile applications emerge as tools that provide
users with quick access to information through electronic
communication. These applications, frequently used in the
tourism sector, offer tourists information, route planning, and
decision-making support before, during, and after travel
(Altinpinar et al., 2024). They provide information about
businesses and services, while user reviews help potential guests
make informed purchasing decisions.

Reviews on digital platforms may contain factors such as
business-originated manipulation, fake user comments, or
selective participation. Reviews can be deleted, modified, or
hidden by the business. Some reviewers may provide ratings
without having experienced the service. The allowance of such
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reviews depends on the platform. This raises questions about the
reliability of platforms and influences which reviews potential
guests consider. Generally, online review scores correspond with
the official star ratings of hotels. Additionally, formal elements
such as the device used to submit reviews and the presence of
visual content may influence ratings, and a single negative
experience can lower the overall score. Sensitivity to previous
users’ reviews and first impressions also plays a significant role
in rating processes (Leoni & Boto-Garcia, 2023).

Users commonly utilize applications for navigation, booking,
travel planning, social media content sharing, and ticket
purchases. Frequently used platforms include Google Maps,
Booking.com, Instagram, and Obilet. These applications facilitate
travel planning before and during trips, enabling easy reservations
for accommodation and transportation. Google Maps is used for
route creation and discovering nearby activities, Instagram for
sharing travel experiences, and Obilet for booking bus and train
tickets (Simsek, 2024).

Tripadvisor, established in 2000, is a leading travel platform and
a pioneer in electronic word-of-mouth communication. It quickly
became one of the largest online travel platforms globally.
However, in recent years, a decline in user numbers has been
observed. The platform’s reliability has been questioned due to
the proliferation of competing platforms and fake or promotional
reviews, which reduce user trust and create a negative image
(Filieri et al., 2020).

Founded in 1996 as a small venture, Booking.com has grown into
one of the leading digital travel platforms. Operating as an online
travel agency 24/7, the platform offers over 28 million
accommodation options in 43 languages. Post-stay reviews are
collected via email links sent to guests who have experienced the
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accommodation, ensuring that only verified guests can submit
reviews (Akgoz et al., 2024). This approach aims to increase the
platform’s reliability by providing potential guests access to
authentic, experience-based evaluations.

Airbnb is a widely used mobile application in the accommodation
sector, enabling individuals to rent their living spaces to travelers
for short periods. Launched in 2008, Airbnb had reached over 100
million users by summer 2016. The platform offers diverse and
unique accommodation options worldwide, allowing users to
make reservations online. Airbnb is described as a trust-based
community marketplace, where accommodation can involve
renting an entire property or a private room in the host’s
residence. The platform offers a wide range, from simple,
affordable homes to luxury options (Guttentag & Smith, 2017).

Zomato and Foursquare are widely used mobile applications in
the food and beverage sector. Zomato provides information about
restaurants, menus, and user reviews, frequently used by travelers
seeking local cuisine and quality gastronomic experiences.
Foursquare helps users discover nearby restaurants, cafes, and
similar establishments based on their location, allowing them to
find the most suitable and popular venues according to user
reviews and recommendations (Simsek, 2024).

3.2 Location-Based Tracking (Digital Trace)

Tourist mobility, formed by decisions made and routes followed
during travel, includes visiting tourist sites, discovering new
places, and gaining cultural experiences. Tracking these
behaviors helps understand tourist preferences and trends,
contributing to destination planning, marketing, and
infrastructure development. Today, large datasets are created and
analyzed using sources such as big data analytics, mobile devices,
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social media, and digital traces, enabling the analysis of tourist
movement patterns and the application of insights to tourism
services development (Chen et al., 2024).

Common digital tracking methods for analyzing tourist behavior
include GPS devices, app-based GPS, mobile networks, social
media platforms, WiFi, and tourism-related datasets. Social
media content, mobile network records, and transactional data are
particularly useful for studying visitor trends across large
geographical areas. Location-tagged posts on platforms such as
X, Instagram, Flickr, and Dianping help identify prominent
tourist areas and potential destinations. Mobile networks assist in
classifying tourist profiles and identifying movement patterns at
destinations (Gao et al., 2024).

Smartphone users can access travel information during trips
through applications such as smartphone-based guide services
and location-based information tracking systems. These
applications, which provide visual content, allow travelers to
access relevant travel information at any time. The location-
tracking capabilities of mobile devices also enable information
filtering and personalization based on user needs (Azadaliyev &
Demirkol, 2023). Tourist tracking techniques should be selected
according to the application’s cost and the type of data required.
The main digital tourist tracking methods are explained as follows
(Guerrero & Dias, 2024):

e GPS Devices: High-resolution GPS devices provided to
tourists allow for highly accurate location data collection.
This method is costly and logistically demanding, but it is
frequently used in natural area management (Schmiizker
& Reif, 2022).

e App-Based GPS: Applications installed on smartphones,
when used in conjunction with the GPS sensors in the
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devices, can automatically track tourists’ movements.
This method operates similarly to GPS devices. The
collected data can be integrated with advanced
technologies such as Geographic Information Systems
(GIS). Disadvantages include the need for user consent,
battery consumption, and reluctance to download the
application (Guerrero & Dias, 2024).

Mobile Networks: The passive data collection method
monitors connections between phones and base stations.
It allows long-term tracking over large areas. Limitations
include low accuracy, the need for operator access, and
ethical concerns (Guerrero & Dias, 2024).

Social Media: Social media platforms enable
communication and location-based content sharing. They
serve as an important data source for understanding and
analyzing people’s behavior in specific locations. Posts
containing geographic information and real-time sharing
allow researchers to identify movement patterns, making
social media an effective alternative source for tourism
studies. While this method provides rich insights into
emotions, perceptions, and preferences, its sample
representativeness is low, and data are often biased or
incomplete (Guerrero & Dias, 2024; Kovacs et al., 2021).
WiFi: This method records data and connection times of
participants connected to free WiFi access points at
destinations, allowing researchers to determine the places
tourists visit and the duration of their stay. Personal data
can be collected when connecting to the network,
providing insights into visitor characteristics. Movement
patterns can be inferred from route tracking and online
search behaviors. WiFi tracking is commonly used to
monitor crowd density at large events. It is low-cost but
presents technical challenges such as privacy concerns
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and signal strength fluctuations (Padron-Avila &
Hernandez-Martin, 2020).

o Transaction Data in the Tourism Market: Digital
transactions conducted through online reservations,
search engine data, and electronic payments frequently
used in daily life provide important indicators of tourist
behavior. However, this method carries risks related to
reliance on third parties and data privacy (Guerrero &
Dias, 2024).

The greatest advantage of digital tracking techniques is that they
provide high-resolution spatial and temporal data. For instance,
GPS data can determine where a person is located and how long
they stay at a specific place, with second-level time fluctuations.
This information is crucial for understanding tourists’ space
utilization, preferred routes, and peak times. Temporal resolution
is essential for analyzing trends such as seasonal changes or
weekday-weekend differences, while spatial resolution allows
visited locations to be visualized on detailed maps (Hardy &
Shoval, 2025).

Geographic Information Systems (GIS) used in location-based
data collection and visualization, when combined with
Geographic Artificial Intelligence (GeoAl) technology, enhance
spatial analysis capabilities and support data-driven decision-
making processes. GeoAl processes multi-source data, including
big data, satellite imagery, and social media content, enabling the
monitoring of tourist flows, identification of crowded areas, and
detection of high-risk zones. This, in turn, facilitates a more
efficient and safer visitor experience. For example, location-
tagged social media posts can be analyzed, mapped according to
areas of interest, and used for resource planning. Personalized
route recommendations and solutions can also be developed for
users.
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Convolutional Neural Network (CNN)-based algorithms that
analyze image data can classify the safety levels of locations and
integrate this information into user routes (Ulkii & Lobut, 2025).
Location-tracking technologies are not only used to monitor
tourist movements. Certain technologies also allow tourists to
access spatial information, obtain information about sites, and
track children or luggage.

Blockchain technology can be employed in the airline sector for
baggage management processes. It allows passenger luggage to
be tracked transparently during transfer. In cases of lost or
misdirected baggage, the system records can identify at which
stage and why the problem occurred. This technology enhances
customer satisfaction and helps reduce operational errors for
airlines (Senerol, 2022).

RFID (Radio Frequency Identification) technology can be used
for baggage tracking, providing information in museums and
shopping areas, electronic passports, child tracking, and public
transportation cards (Karagdéz, 2022). Another technology,
Beacon, facilitates passenger navigation in airport terminals and
shopping areas. It provides information about product features,
prices, discounts, and promotions. Additionally, it offers
guidance to boarding gates and updates on flight schedules and
terminal congestion. Its location-based capabilities enable
personalized services and inform passengers about nearby
opportunities (Meydan, 2023).

3.3 Automated Decision Systems and New Travel
Preferences

With digitalization, everyday practices have transformed
significantly, and automated decision systems (ADS) have
increasingly played a decisive role in individuals’ decision-
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making processes. This transformation has directly impacted
travel planning. Today, many individuals determine their routes
based on algorithmic suggestions and make accommodation,
transportation, and activity selections through digital platforms.
Al-supported systems analyze numerous variables, including
users’ past preferences, geographic location, seasonal data, and
budget constraints, to provide personalized travel
recommendations (Koo et al., 2025). These developments have
shifted traditional rational decision-making processes toward new
travel experiences guided by algorithmic recommendations.

In this context, travel preferences are increasingly shaped by data-
driven and predictive models. Especially in the post-pandemic
period, factors such as health, hygiene, and avoidance of crowded
areas have gained importance, leading ADS to prioritize
recommendations based on these criteria (Li et al., 2022).
However, this may narrow users’ choices rather than broaden
them, and invisible algorithmic biases risk homogenizing travel
experiences. Therefore, while ADS facilitate travel decisions,
they should be critically evaluated regarding individual
autonomy, diversity, and the pursuit of unique experiences.

3.3.1 Neuromarketing

Today, marketing has evolved in parallel with significant changes
in consumer decision-making processes. Traditional marketing
approaches assume that individuals base purchasing decisions on
conscious choices. However, neuromarketing research has shown
that these processes largely operate through emotions. In this
context, a model emerges in which consumers first feel, then act
in their purchasing behavior, and later rationalize their choice
(Bozkurt, 2024).
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Neuroscience began to be applied in the 19th century when Italian
psychologist Angelo Mosso, studying Ancient Egypt, examined
blood pressure in the brain. From the 1970s onward, it found
applications in marketing. For example, EEG
(electroencephalography) devices have been used for about 40
years to measure viewers’ responses to television content.

In 1995, Antonio Damasio, in his book Descartes’ Error,
highlighted the decisive role of emotions in decision-making
processes. According to Damasio, Descartes’ statement “I think,
therefore I am,” formulated approximately 300 years ago, was
long associated with the notion of “I am rational, therefore I am,”
under which emotions were considered secondary and dependent
on rational thought (Avc1 & Meydan Uygur, 2022).

At the end of the 1990s, Geey Zaltman from Harvard University
adapted functional Magnetic Resonance Imaging (fMRI)
technology to marketing. Subsequently, in 2002, the term
“neuromarketing” was introduced into the literature by Ale
Smidts (Akin, 2014). This laid the foundation for the field of
neuromarketing, which aims to leverage neuroscience in
marketing research to gain a deeper understanding of consumer
behavior. In this field, brain-based measurement techniques are
used to transform collected data into marketing strategies
(Karabacak, 2024).

Neuromarketing recognizes that the decision-making process
does not rely solely on logic; individuals make choices based on
immediate, emotional, and sensory responses. Approaches that
aim to understand the influences behind these decisions are
examined within neuromarketing (Cizreliogullar et al., 2021).

Neuroscientific approaches include various methods and tools
developed to measure, monitor, and visualize brain and nervous
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system activity during individual behavior. The main
technologies used in this field include functional Magnetic
Resonance Imaging (fMRI), electroencephalography (EEG),
magnetoencephalography  (MEG), transcranial magnetic
stimulation (TMS), positron emission tomography (PET), eye-
tracking, galvanic skin response (GSR), heart rate (HR),
electrocardiogram (ECG), facial expression coding (EMG),
implicit association test (IAT), and functional near-infrared
spectroscopy (fNIRS) (Akpur & Zengin, 2020).

Methods used in neuromarketing and neuro-tourism are divided
into two main groups. The first group involves physiological
responses of the body to marketing messages, while the second
focuses directly on analyzing brain activity. Different signals are
recorded in each method, and the collected data are interpreted
using predictive analyses. Each method has its unique advantages
and limitations. In the field of tourism, the most commonly used
methods are listed below (Cizreliogullari et al., 2021).

e Facial Expression Analysis (FEA): Emotional states can
cause real-time changes in facial muscles, which can be
detected wusing facial expression analysis systems.
Technological systems are employed to assess emotional
states such as fear, happiness, sadness, and surprise. These
systems convert facial movements into numerical data to
determine whether emotions are positive, negative, or
neutral. For instance, gestures such as head turning or eye
squinting are represented with specific numerical codes.
High-resolution cameras record facial movements, which
are then divided into small time intervals, and momentary
expressions are analyzed and processed into numerical
data (Ozmen, 2022). Emotion analyses based on coded
facial expressions are particularly important in tourism for
evaluating customer satisfaction (Akpur et al., 2025).
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Eye Tracking Technology: This method determines
where and for how long an individual looks and identifies
focal points. It analyzes eye positions, movements, and
pupil size at specific moments. Conducted using infrared
sensors, it helps understand the cognitive processes
underlying viewers’ attention. Eye tracking provides
diverse and objective data with high temporal resolution.
Heatmaps and scans reveal the dynamic distribution of
visual attention (Chen et al., 2024). Eye tracking allows
marketing specialists to optimize resources, advertising
strategies, and content by analyzing visual attention
patterns, predicting consumer behavior, and facilitating
personalized product development and effective
campaign design (Calderon-Fajardo et al., 2024).
Electrodermal Activity (EDA): Also referred to as
galvanic skin conductance or psychogalvanic reflex
(Ozmen, 2022), this method measures changes in skin
conductivity to assess autonomic nervous system arousal.
These changes are generally related to sweating and have
limited temporal sensitivity. Results may vary based on
demographic characteristics such as age, gender, and
ethnicity, as well as environmental factors like ambient
temperature. Therefore, the body’s internal balance
(homeostasis) must be considered (Akpur, 2022).
Functional Magnetic Resonance Imaging (fMRI): One
of the most frequently used methods in neuromarketing,
fMRI aims to understand how a person responds to
stimuli. Participants are exposed to various visual or
auditory stimuli, and brain activity is monitored in real
time. The procedure identifies which brain regions
respond at what intensity, generating an activity map that
visualizes the functionality of the relevant regions
(Coskun & Yiicel, 2017).
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e Electroencephalography (EEG): This method monitors
the brain’s electrical activity in real time, recording
rhythmic electrical signals that change in response to
external stimuli (e.g., images or sounds). Participants are
presented with different stimuli while electrodes capture
brain waves. Data collected before, during, and after the
process are analyzed and interpreted (Akpur & Zengin,
2022). Compared to other brain activity measurement
tools, EEG is non-invasive, more affordable, and offers
the highest temporal resolution among neuroimaging
techniques, as it can measure electrical signals in sub-
millisecond intervals. However, it has limited spatial
resolution compared to fMRI, making it difficult to
precisely localize the source of brain waves (Li, 2021).

e  Magnetoencephalography (MEG): MEG measures the
brain’s magnetic activity non-invasively using a sensor
placed around the head. It can detect responses to stimuli
(such as messages or logos) with high temporal resolution
and is superior to EEG in visualizing deep brain structures
and minimizing magnetic field distortion. However, MEG
is expensive, non-portable, and can only be used in
laboratory settings. While it offers high spatial resolution,
this is sometimes limited (Yiicel, 2025).

In tourism research, multiple methods are often combined to
determine how different brain regions relate to cognitive
processes (Lei et al., 2022; Guerrero-Rodriguez, 2020; Hadinejad
et al., 2019). Multi-method studies allow researchers to identify
which brain regions respond and monitor temporal changes. This
facilitates in-depth analyses and strategic interpretations for
development purposes.

3.3.2 Algorithmic Advertising
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The concept of an algorithm refers to the process of integrating
various statistical methods to create analytical systems, which in
turn develop recommendations, interfaces, and actions for users
(Ozaksoy, 2023). Algorithms aim to present the most relevant
content to individuals by analyzing users’ interests, preferences,
and consumption behaviors. These systems not only personalize
user experiences but also deepen data collection processes and
expand digital surveillance networks. User interactions with
content, clicks, and responses provide valuable data sources.
These data can be utilized by major technology firms and various
institutions for economic or political strategies (Demir & Dalayls,
2025).

With digitalization, algorithms have generally been adopted by
users as tools that simplify calculations, save time, and reduce
effort. Users voluntarily contribute to the data these systems
collect, motivated by receiving more accurate recommendations
and the possibility of algorithms making decisions on their behalf.
While some perceive this process, which begins with everyday
decisions such as choosing which movie to watch, as a distortion,
others interpret it as a natural evolution of technology (Ozaksoy,
2023).

In tourism, algorithms are used in marketing strategies. For
instance, Airbnb employs machine learning to optimize real-time
pricing, considering building features, location, and surrounding
amenities, enabling it to determine the best-priced property.
During peak holiday and event periods, it anticipates potential
vacancies and adjusts prices to maximize occupancy (Yilmaz,
2022). Recommendation algorithms play a key role in destination
branding, allowing more personal and engaging interactions with
potential tourists. By analyzing past searches, demographic
characteristics, and interests, these systems suggest suitable
destinations, attractions, and activities (Yasarsoy, 2025).
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Companies increasingly rely on artificial intelligence algorithms
to inform functional decision-making based on the data collected.
Interactions are personalized for consumers in digital
environments. Beyond search and recommendation functions,
algorithms are employed in social media Al and personalized
digital advertising.

With technological advancements, advertisers can now deliver
their messages at the most appropriate times. Digital traces,
including users’ online search history, social media interactions,
shopping behaviors, and location data, can be analyzed by
algorithms to create personalized digital profiles. These profiles
enable advertisements to be targeted directly to the individual, a
practice referred to as “micro-targeting” (Demir, 2025). This shift
highlights the transition from traditional advertising to
algorithmic personalized advertising. Such campaigns leverage
not only online shopping data but also big data from physical
retail behaviors. The collected data allows the recommendation
of the most suitable products, increasing the likelihood of
purchase. For example, after searching for a “black Teflon pan”
on a search engine, users encounter related advertisements across
digital platforms, which may influence their purchase decisions.
Similarly, advertisements for restaurants or stores near a user’s
navigation-determined location may appear later in digital
channels (Karaman, 2021).

3.3.3 Personalized Products and Services

Personalized and target-oriented strategies in Marketing 6.0 play
a critical role in analyzing behaviors and trends using data
analytics and artificial intelligence. Integrating advanced
technologies into marketing processes aims to achieve a deeper
understanding of customer experiences. Machine learning,
blockchain, and smart data usage enable tailored solutions for
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individuals. Technological advancements not only enhance
customer satisfaction but also improve operational efficiency,
foster innovation, and provide competitive advantages.
Marketing 6.0 offers more advanced automation capabilities
compared to its predecessors, 5.0 and 4.0. The integration of Al
and machine learning makes activities such as data analysis,
personalized messaging, and campaign management more
efficient and automated (Ozkuk, 2024).

Tourism is one of the sectors adopting Marketing 6.0 tools,
providing both businesses and tourists with easy and effective
means for vacation planning. The digital transformation of
tourism has led to information abundance, which can complicate
decision-making. During travel planning, users often struggle to
choose among destinations, accommodations, activities, and
transportation. Recommendation systems intervene by analyzing
users’ past data and preferences, providing personalized travel
suggestions and making the decision-making process more
manageable (Arslan & Giileng Birsen, 2025). These systems
primarily aim to organize information flow based on users’
interests or direct attention to content relevant to a specific topic.
They have been successfully applied to areas such as movies,
books, scientific publications, travel and tourism services, and
search queries (Cigeklioglu, 2024).

Currently, Al-based applications in tourism are reshaping travel
marketing by enabling personalized vacation planning. Utilizing
advanced technologies like natural language processing and deep
learning, these applications can analyze tourists’ expectations and
needs, thereby improving service quality and customer
satisfaction (Akpur, 2023). Paid advertising campaigns
employing Al technologies in hotels can create engaging and
effective content for guests. Al-generated titles and descriptions
highlighting a hotel’s features can increase click-through rates,
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directly boosting bookings. Additionally, Al combined with data
analytics can generate highly personalized email campaigns
based on guests’ past stays and preferences (Sii Erdz, 2025).

Studies on Al use in tourism indicate that chatbot interactions
collect data applied to travel planning, accommodation selection,
customer communication, personalized services, content
creation, concierge services, menu planning, and data collection
and analysis (Gilirsoy, 2024; Cabi Bilge, 2023; Erul & Isin, 2023).
Al-based chatbots in hotels analyze guests’ past experiences to
deliver services aligned with their interests and preferences. This
personalization enhances guest satisfaction while providing
marketing departments with insights for developing targeted
products and services. Additionally, AI chatbots can offer
recommendations on weather, local attractions, restaurants,
events, and transportation, enriching the guest experience. They
can also be used for in-room service personalization (Si Erdz,
2025).

Online travel platforms like Expedia and Booking.com analyze
user history to suggest travel packages and activities tailored to
users’ travel experiences and search behavior. Such
personalization increases user engagement and strengthens
customer loyalty for businesses. Expedia, in particular, supports
users throughout the entire travel process, aiming for a holistic
and personalized experience (Karapinar, 2024).

3.4 The Power of Social Media Platforms

There is no single universally accepted definition of social media
in the literature. Its constantly evolving nature and changing user
habits make the concept dynamic. Generally, however, social
media refers to digital content created and shared through
interpersonal interactions (Gedik, 2023; Sezgin & Karagoz,
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2023). Alongside traditional media used for promotional
activities, social media platforms have become widely adopted.
Both public institutions and private sector organizations actively
use social media to share up-to-date information with target
audiences, monitor opinions, strengthen corporate image and
reputation, and shape public perception (Dugan & Aydin, 2018).

Some key characteristics distinguish social media from traditional
mass communication tools such as radio, television, newspapers,
and magazines, which primarily provide one-way communication
(Goker & Keskin, 2015):

e Participation Opportunities: Social media encourages
individuals to create and share content while enabling
interaction. Each person gains a feedback environment
where they can express their own thoughts.

e Transparency and Feedback: Compared to traditional
media, social media is more open to users and feedback.
Interaction features such as commenting, voting, and
content sharing support user involvement in the process.
Access barriers are rarely encountered, and this freedom
is particularly attractive for those seeking to distance
themselves from societal pressures.

o  Two-Way Communication: While content in traditional
media is one-way, social media enables bidirectional
communication. This structure allows users to be both
content creators and consumers.

e Community Building: Social media facilitates easy
gathering around shared interests, allowing content
sharing based on common preferences, values, or hobbies.

e Networking: Social media tools enable individuals to
create connections between content. Access to
information is facilitated through likes, links to relevant
websites, resources, or other social media profiles.
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e Accessibility: Platforms are generally free or low-cost and
are not restricted by private ownership or access
limitations.

e Ease of Use: With a simple interface, users can easily
participate in content creation. This is one of the main
factors contributing to the widespread use of social media.

e Speed of Innovation: Compared to other media types,
social media provides faster information flow, delivering
current developments to large audiences quickly through
instant sharing.

o Content Permanence and Flexibility: Content shared via
social media can later be edited, updated, or deleted. This
feature is often not possible in traditional media.

When examining consumer purchasing behavior in tourism, it is
observed that information acquisition, evaluation of alternatives,
purchasing, and post-purchase behaviors mostly occur through or
are influenced by the internet and social media (Sii Eroz &
Dogdubay, 2012). Social media, as a two-way communication
platform offering significant opportunities, enables tourism
businesses to reach wide audiences rapidly while providing
tourists with a tool to share experiences, give feedback to
businesses, and offer ideas for new opportunities. Tourism firms
that effectively utilize social media are projected to achieve
substantial long-term gains. By eliminating spatial and temporal
constraints and facilitating reciprocal interaction, social media
embodies a dynamic structure suited to the needs of the tourism
sector.

For instance, hotel businesses attract attention through social
media marketing strategies. By sharing information about
campaigns and offers, they can communicate directly with
customers. Businesses can analyze comments made on social
media to improve service quality, strengthen brand loyalty, and
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enhance customer retention (Kunt, 2024). Individuals, in
planning vacations, benefit from social media platforms that
feature tourism-related content; they follow official or private
tourism organizations’ accounts and engage with content related
to destinations. This can contribute to more informed and well-
planned holiday programs. While planning a completely safe
holiday based solely on social media may not be feasible,
decision-making can be supported by accessing content related to
price-service comparisons, evaluating destination options, and
reviewing information about tourism businesses (Erol & Hassan,
2014).

The increasing number of social media users has led to greater
time spent on these platforms, making it imperative for businesses
to strategically focus on social media. In this context, platforms
such as X, Facebook, Instagram, YouTube, Tripadvisor, and
Foursquare are widely used in tourism (Kogyigit & Kiigiikcivil,
2022). Through social media platforms, businesses can
implement strategies such as enhancing consumer relationships,
increasing brand awareness, and fostering brand loyalty. Various
competitions organized via social media can strengthen
promotional activities. For example, followers may be offered
rewards such as dinner at a restaurant, concert tickets, or
free/discounted accommodation. From a destination management
perspective, environmental awareness activities, social
responsibility projects, and innovative applications are also
shared with the public through these platforms. Metrics such as
post views, clicks, shares, and comments are evaluated in relation
to increases in visitor numbers, guiding medium- and long-term
business strategies (Unal & Ipar, 2021).

Through effective social media platforms in tourism planning,
individuals can easily perform various tasks related to their
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accommodation. Some of these tasks include the following
(Aktan & Kogyigit, 2016):

e Through blog posts, information about facilities can be
obtained, comments can be made, or experience-based
content can be shared.

e On microblogging platforms such as X, businesses can be
followed to access real-time information and establish
direct communication.

e Before choosing a business, individuals can exchange
opinions with acquaintances or their connections via
social media networks to make informed decisions.

e On visual content platforms such as YouTube, shared
photos and videos provide insights into a facility’s
amenities and offerings.

e On widely used social platforms such as Facebook,
following business pages allows users to receive updates
about campaigns and access advantageous opportunities.

e In the case of a negative experience, users can report it
through social media to the facility management, relevant
institutions, or the public to seek resolution or express a
response.

e In the case of a positive experience, users can share it via
social media to thank the business, offer
recommendations to others, or post supportive content for
the facility.

From the tourists’ perspective, social media platforms are used as
tools to psychologically interpret their tourism experiences and
transfer these meanings to online environments. Individuals can
produce and share content about their experiences regardless of
time or location. Thus, the “instant sharing” feature enables the
recording of travel experiences and simultaneous sharing with a
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wide audience. In this way, individuals can participate in the
sharing process through messaging, sending visual and auditory
materials, posting comments on travel platforms, or publishing
content on personal websites (Alguer & Cizel, 2021). Natural and
genuine posts help sustain a positive image of destinations and
can influence travel motivation by making abstract tourism
products appear more tangible. For instance, following the
earthquake in Japan on March 11, 2011, promotional policies
faced the challenge of overcoming the image of a devastated and
damaged country. To counter this, an application called “Post
from Japan” encouraged visitors to share photos on popular social
media platforms like Facebook by offering incentives such as free

internet access based on the number of likes (Asiroglu &
Cuhadar, 2021).

3.4.1 Vacation Perception on Social Media

With the global influence of social media, the tourism sector has
transformed into a powerful tool that significantly affects tourists’
travel decisions and tourism businesses’ promotion and customer
acquisition. These platforms, integrated with digitalization,
directly influence tourism product marketing, destination
promotion, and tourist participation in activities. The
technological transformation of this new environment brings both
opportunities and threats for tourism businesses and tourists
(Diilgaroglu, 2023). Individuals actively use social media before,
during, and after their travel. Before traveling, they evaluate
stories from those who have previously experienced the
destination. During the experience, they make instant shares
through mobile applications. After traveling, they share reviews,
assessments, and feelings about the experience (Milano et al.,
2011).
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Considering that humans are social beings, social media
platforms provide a strong interaction infrastructure. Actions
such as sharing the location of a visited destination or posting a
photo may stem from a desire to feel valued or to enhance social
status (Imre, 2020). Individuals who enjoy showcasing
themselves and the products or services they consume on various
social media platforms often associate the symbolic meanings of
their chosen products with their identities. Sharing for show has
become common in areas such as clothing, entertainment,
cosmetics, and travel (Biger & Akgiire, 2022).

Consequently, social media has become a medium for sharing
content intended to inform or influence others. The widespread
use of smartphones and mobile internet has increased the
frequency of experience-sharing. For example, in restaurants,
people’s initial reflex upon receiving food is often to photograph
it rather than immediately eat, and these photos are frequently
shared on social media platforms. Other users who view these
visuals may be influenced by comments, prompting them to try
the same restaurant, make recommendations, or remain
indifferent. This process is shaped by individual perceptions of
the visual content (Eryllmaz & Sengiil, 2016). Consumers often
interact in online communities with individuals whose thought
patterns are similar to their own and give significant importance
to reviews from those who have previously experienced the
service. Thus, social media platforms have a substantial influence
on destination and facility selection (Sahin et al., 2025).

3.4.2 TikTok and Instagram Tourism

On social media platforms, influencers with large followings and
micro-influencers focusing on personal branding often specialize
in lifestyle topics such as food, travel, or beauty. They produce
content in these areas, share significant parts of their lives online,
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and interact with followers to maintain their status (Pérez-Torres,
2024). Social media and prominent influencers on these platforms
have become decisive for holiday choices, especially among the
younger generation. Young individuals are influenced by what
they see on social media, which increases travel frequency and
enhances satisfaction from the trips taken (Olga¢ & Yilmaz,
2020).

Instagram, where users can share memories and experiences,
allows content to be viewed via user profiles and shared with
specific people or publicly depending on privacy settings. These
posts also appear in followers’ main feeds. Photo and video posts
can be supported with captions and hashtags, which facilitate
categorization and accessibility. Anyone searching for a specific
hashtag can access posts containing that tag. Geolocation
information can be added to visuals, and other users can be
tagged, enabling access to other content created in the same
location. Since 2016, the “story” feature allows temporary posts
that disappear after 24 hours (Eryillmaz & Yiicetiirk, 2018).

Instagram is preferred over other social media platforms due to
its extensive photo and video sharing capabilities. Given the
stronger impact of visual content on people compared to text,
Instagram plays a key role in tourists’ destination choices,
information acquisition, and experience sharing (Unal, 2020).
Tourism businesses actively use social media, especially
Instagram, for promotion and marketing. For example, Marriott
often shares luxury and comfort-themed visuals, Loews Hotels
posts photos shared by guests, NH Hotels encourages guests to
take photos from hotel room windows in the morning, and hotel
chains like Hilton and Conrad accept direct reservations via
Instagram (Ergun et al., 2019).
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Event announcements for festivals, concerts, exhibitions, or
openings by businesses and organizations are also disseminated
via Instagram to reach wide audiences (Giingér & Cetin, 2021).
Instagram Insights enables performance analysis by providing
metrics such as post engagement, follower trends, and
demographics, supporting data-driven marketing. In influencer
marketing, collaborations with highly followed Instagram users
allow brands to reach target audiences with unique content and
increase brand awareness (Cicek & Dogan, 2025). These
activities can motivate individuals to plan their travels.
Additionally, individuals may plan trips to interact with others or
to showcase themselves. The observation of other lifestyles on
platforms like Instagram, emulating them, and gradually placing
oneself in their position—referred to as snobism—is increasingly
common. Higher interaction levels indicate that tourists are more
likely to view people living in different regions as role models
and plan trips to experience their lifestyles (Giirkan & Ulema,
2020).

3.5 Digitalization: Invisible Hand or Invisible Cage?

A large portion of daily life is spent with digital devices and
applications. People spend more time looking at screens than
away from them. One important aspect of digitalization is the
elimination of spatial constraints. The portability of digital
technologies has made determining how to use time a crucial
factor. As Sitimer (2023) notes, “hundreds of millions of
individuals suddenly began spending several hours every day and
night, mostly immobile, in front of blinking, light-emitting
objects.” The portability of these objects entails corresponding
time requirements. Consequently, people use opportunities for
entertainment, learning, and communication without being
physically present in the same space. The wide-ranging
possibilities offered by the digital world, especially flexibility in
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time management, allow users to access content anytime and
anywhere (Bindesen, 2025).

Figure 6. Key Digital Headlines
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The United Nations’ World Population Prospects data indicate
that the global population today is 8.23 billion, representing an
increase of 70 million people (+0.9%) compared to the same
period last year. As of July 2025, there are 5.76 billion mobile
users worldwide, corresponding to 70% of the global population.
Internet usage reaches 5.65 billion, representing 68.7% of the
global population, while the number of social media users has
reached 5.41 billion, accounting for 65.7% of the world
population (URL-5). With the increase in time spent in digital
environments, various negative consequences have also emerged.
Technology addiction, weakening of face-to-face social
relationships, and adverse effects on physical health and mental
well-being may occur. Problems such as sedentary behavior, eye
health issues, and sleep disturbances can be triggered. Spending
more time in virtual spaces may reduce real-world interactions,
increasing the tendency toward virtual friendships and online
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sharing (Bindesen, 2025). Therefore, it is crucial to prevent
digital technologies from becoming a “digital cage” in daily life.
Conscious use of digital devices is important to enhance their
positive effects. Awareness can be promoted through practices
such as digital minimalism and digital detox.

3.5.1 Data Privacy

The protection of privacy in the collection of data is of critical
importance (Baskaya & Karacan, 2022). While processing the
collected data offers significant opportunities for individuals,
institutions, and researchers, it also introduces new threats, risks,
and areas of responsibility. Since this data may include personal
information that allows individuals to be identified directly or
indirectly, implementing measures to protect privacy is
unavoidable. These measures not only safeguard individuals’
personal data but also consider the potential benefits that sharing
the data may provide to relevant parties (Vural, 2018).

Concerns over privacy violations related to Al-enabled devices
have increased, especially with the widespread adoption of
personal assistants developed by companies such as Google and
Apple for smartphones. Reports that such devices monitor users,
record environmental sounds, and use data even in ordinary
commercial advertisements reinforce negative perceptions,
heighten privacy concerns, and emphasize the need for personal
data protection (Eryilmaz, 2023). For instance, algorithms
analyze various types of data and group similar data together,
creating numerous categories and databases in digital
environments. Over time, these data sets have also led to legal
challenges. Although many international regulations aim to
ensure data security, comprehensive and effective measures have
not yet been fully implemented. Particularly, it was later revealed
that Google and Facebook shared user data with different
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companies. While Google’s search engine function provides
some transparency regarding data collection and sharing,
Facebook’s extensive data on users is notable. Facebook can
elaborate users’ psychological profiles through psychographic
analyses (Durmusahmet, 2021).

Algorithms do not merely monitor results or user behavior; they
can also produce biases, replicate existing ethical issues, and
distribute information unequally. Rather than transforming
existing structures, these technologies tend to reinforce prevailing
problems. Instead of contributing to the resolution of societal or
ethical issues, they may reproduce and deepen them. Ethical
concerns are thus central in discussions on algorithms (Kayihan
et al., 2021). The development of Al-based chatbots, which are
also used in personalized recommendation systems, requires
ethical principles and legal regulations to prevent misuse of user
data. Their potential to produce malicious software constitutes a
serious cybersecurity threat. This may harm tourism companies’
reputations and jeopardize the confidentiality of sensitive data.
The emergence of threats such as fake news generation and
counterfeit brand identities may further increase in sophistication.
Companies must pay close attention to security risks associated
with personal data shared via technologies like ChatGPT (Karaca
& Ozkan Onem, 2023).

The tourism sector relies on direct customer information to meet
clients’ needs and expectations. Information and communication
technologies facilitate access to such data and contribute to the
development of personalized marketing strategies. Personal and
demographic data collected from customers—such as addresses,
emails, credit card numbers, age, occupation, and marital status—
can be obtained by tourism businesses through various channels,
analyzed, and stored in databases. These data may then be
converted into actionable information for future marketing
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strategies (Tureli et al., 2015). In this way, customer-focused
services can be developed. However, cyberattacks, malware, and
other digital threats can disrupt operational processes and
negatively affect corporate reputation. Fraudsters may target
customers during reservation and sales processes via fake
websites or similar methods, causing financial losses. Such
security vulnerabilities not only result in individual financial
harm but also damage the reliability of the business. Hence, it is
crucial for companies to manage customer data accurately,
ethically, and securely (Yildiz, 2023).

3.5.2 Open Data Alternatives and Data Freedom

There has been an increasing demand for access to public data
(considering restrictions such as personal data protection,
security, and trade secrets) to monitor public activities
transparently, participate in policy processes, and develop new
value-added products and services. In response, the open data
approach aims to remove legal and technical barriers to third-
party access to public data, prompting public administrations to
reassess policies, develop strategies, and implement practical
applications. Open data is defined as “data that can be used,
reused, and distributed freely by anyone, provided that attribution
is given and any derived information, work, or service is also
shared” (Altun et al., 2017).

Open data presents significant opportunities for technology
companies, academics, and entrepreneurs across various sectors
to develop products and offer new services to public and private
authorities. Recognizing the potential added value from open data
is essential. In particular, sharing data in standardized formats
ensures that these effects reach a wider audience (Klopp et al.,
2019). The benefits of open data platforms are summarized as
follows (Kaya et al., 2020):
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e Provides transparent information on infrastructure,
demographic structure, workforce status, and resources,
enabling investors to make informed decisions and
contributing to the development of new business ideas.

o Businesses can use open data to enhance efficiency in
their operational processes, improve performance, and
support economic growth.

o Innovative firms utilizing open data can develop products
and services using mobile applications, weather data, and
location-based information, gaining a competitive
advantage.

e The use of open data in areas such as logistics, employee
health, and energy consumption reduces costs while
increasing efficiency, thereby improving profitability.

e Open data-driven business opportunities create new
employment prospects and contribute to improving
individuals’ quality of life.

Tablo 1. Classification of Open Tourism Data

Type of Open
P P Content Usage Area
Data
Geographic . .
£ap GPS - Location information
Data
Event Data Event descriptions, timelines
. - . Mobile
Visitor Statistics | Number of overnight stays .
i applications and
o Nurpber of t.)usmesse.s, types of websites
Supply Statistics | businesses, information about
tourist sites
Transit Data Schedules
Information about travel Mobile
Survey Data destinations, tourist attractions, applications,
restaurants, and events websites, academic
and business
Government . .
Dat Tax distribution and collection research
ata
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Smart tourism cities, augmented reality applications,

Overall i ]
data services collected from various sources

Source: (Pesonen & Lampi, 2016).

Among tourism data sources, user comments and shared past
experiences on social media stand out. Due to their online and
freely accessible nature, these contents influence tourists’ travel
decision-making processes. Platforms such as TripAdvisor play a
decisive role in individuals’ destination choices. Therefore, open
data applications are important for research and practical
purposes in tourism. Tourism businesses use open data platforms
to conduct potential visitor analyses and to ensure the
development of suitable products and services. The main
objective here is to conduct strategic efforts according to certain
criteria in order to utilize open data effectively in positioning
tourist destinations (Kaya et al., 2020). Table 1 shows how some
open tourism data are categorized based on their content. These
data can be used to develop tourism policies and create sectoral
strategies.

Data based on Bluetooth and WiFi signals have also begun to be
used in tourism. Bluetooth technology, in particular, is used to
track visitor movements in indoor areas where GPS or phone
signals are weak. It is generally preferred in environments with
high human traffic, such as large-scale events like festivals. WiFi
data, on the other hand, is a more widespread and economical
option compared to Bluetooth. Today, the widespread availability
of WiFi access in destinations expands the scope of these data and
increases accessibility (Kalvet et al., 2020).

3.5.2.1 General Data Protection Regulation (GDPR)

Personal data is a broad concept that encompasses any
information related to an identified or identifiable natural person.
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This includes not only directly identifying information such as a
person’s name, surname, place, and date of birth but also physical
characteristics, family status, economic conditions, social
relationships, and other individual attributes (Celikel, 2021).
Determining what constitutes personal data, as well as its storage
and processing, requires protecting rights and regulating
anonymity at both institutional and legal levels. Governments
have established authorities and enacted laws to address these
issues. In Turkey, the example is the Law on the Protection of
Personal Data (No. 6698), while in the European Union, the
regulation is the General Data Protection Regulation (GDPR).
According to these laws, the criteria for personal data and
anonymity are monitored between the data subjects and those
who will collect, store, process, and share the data, with sanctions
applied when necessary (Dilsiz, 2021).

The GDPR, which came into effect on May 25, 2018, was
established to ensure the privacy and protection of personal data
for individuals living in European Union member countries. The

basic principles of data processing under this regulation are as
follows (Savas et al., 2020):

e The data processing procedure must be conducted in an
open, transparent, and lawful framework.

e Data should be collected only for specific and legitimate
purposes.

e The accuracy, quality, and auditability of the data must be
ensured.

e The confidentiality and integrity of the data must be
secured.

GDPR affects almost all tour operators and travel agencies. If a

travel agency has a customer who is a U.S. citizen, the agency
must comply with GDPR even if it does not operate within
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European Union countries. Personal data of EU citizens must be
securely protected in accordance with the standards set by this
regulation. Hotels and intermediary online service providers must
also securely store and protect the personal data of their
customers. This data must be retained for at least one year. If it is
to be used for purposes other than visitor registration, explicit
consent is required (Chatzopoulou, 2021).

3.5.2.2 KVKK (Personal Data Protection Law)

With the enactment of the KVKK regulation on April 7, 2016,
personal data is processed with a primary focus on protecting the
fundamental rights and freedoms of the data subjects, and
procedures to be followed in processing such data are established.

The basic rules regarding data processing are as follows (Savas et
al., 2020):

e Operations must comply with Turkey’s legal framework
and adhere to the principles of honesty.

e Data must be verifiable and up-to-date when necessary.

e Processed data should be relevant to the specified
purpose, limited in scope, and retained only as long as
necessary.

The protection of personal data is a significant challenge for the
tourism sector.Travel agencies, food and beverage services, and
booking platforms process large amounts of personal data daily.
Ensuring data security requires protecting not only digital
systems but also analog data. These protections include secure
passwords on computers, firewalls, and the safe storage of
physical documents. Reception and reservation processes are
particularly critical points in terms of data protection. Due to the
high number of international visitors, it is recommended that data
protection information be provided in English. In online
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reservations, personal data processing agreements should be
checked, and data must be transmitted through encrypted
channels. Digital traces such as IP addresses and cookies also fall
under personal data. Personal data are additionally collected
through applications like video surveillance. Hotels monitor
security cameras for staff safety and property protection and are
required to display warning signs in these areas (Luci¢, 2023).

4 DIGITAL INEQUALITIES AND ACCESS ISSUES

Digital inequality refers to the differences individuals experience
in access to information and communication technologies (ICTs),
their ability to use these technologies, and their purposes for
usage. This concept encompasses not only access to the internet
or digital devices but also digital literacy levels and the extent to
which individuals can use these technologies effectively (Dijk,
2021; Warschauer, 2003). Social, economic, and geographical
factors are key determinants of digital inequality. Individuals
living in rural areas, those with low incomes, and the elderly are
particularly affected (Helsper, 2012).

Digital access issues make it difficult for individuals to equally
reach fundamental areas such as education, healthcare, public
services, and employment, increasing the risk of digital exclusion
(OECD, 2019). During the COVID-19 pandemic, the widespread
use of online services highlighted the social impacts of the digital
divide. Therefore, achieving digital inclusivity requires not only
strengthening technological infrastructure but also developing
digital skills and implementing comprehensive social policies
targeting disadvantaged groups.
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4.1 Digital Minimalism

The rapid integration of digital technologies into daily life has
made them indispensable. They provide significant innovations
and conveniences in many areas, from education and
entertainment to communication and business. However,
alongside their benefits, uncontrolled and unmindful use can
result in negative outcomes affecting academic performance,
social relationships, and physical health (Erkan et al., 2024).

The most notable negative consequence, digital addiction, can be
examined through subcategories such as computer addiction,
internet addiction, digital game addiction, social media addiction,
and chat addiction. These types of addiction are fundamentally
based on the loss of control while using digital devices (Biricik,
2022). Individuals whose interaction with technology is near
excessive, whose attention is almost entirely directed toward this
interaction, and whose well-being is adversely affected are
defined as “digitally addicted.” Digital addiction, which
highlights the potential warning signs of excessive exposure to
technological devices, becomes especially evident as daily usage
surges and dependency on these devices reaches critical levels
(Rugai & Hamilton-Ekeke, 2016).

Psychological problems associated with excessive smartphone
and internet use include nomophobia (fear of being without a
phone), FOMO (fear of missing out), and netless phobia (fear of
being without internet), particularly prevalent among young
people. These issues are linked to depression, anxiety, and other
negative states (Ulucay & Kobak, 2020). Digital addiction limits
physical mobility, reinforces a sedentary lifestyle, and, combined
with altered eating habits, may lead to obesity, musculoskeletal
disorders from prolonged device use, and other health problems
(Kuscu & Gode, 2024). It can also trigger dishonest behaviors,
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create family tensions, and lead to social communication
problems (Yildirim, 2021). Generally, digital technologies are
overused to alleviate boredom or a lack of stimulating effects.
Given its insidious progression, the increasing integration of
technology in daily life, and the limited and often ineffective
long-term interventions, digital addiction is considered highly
dangerous (Baciu, 2020).

One of the emerging strategies to combat digital addiction is
digital minimalism. Digital minimalism is an approach that
encourages individuals to use technology only for specific
purposes and with deliberate choices (Sargin, 2025). It has
become particularly important for individuals seeking a healthier
and more balanced lifestyle, allowing them to distance
themselves from constant distractions and focus on what truly
matters. By using digital devices more consciously and
purposefully, this approach supports productivity, mental health,
and strong social relationships. Individuals are encouraged to
prioritize activities that provide value and satisfaction over
excessive screen time. In a society where technology is constantly
accessible, digital minimalism helps individuals regain control
over their attention and time, leading to a more meaningful and
fulfilling life (Sandua, 2024). The three main types of digital
minimalism are as follows (Skivko et al., 2020):

e Digital Diet: Temporarily disconnecting from digital
devices in daily life, work, or educational activities. It is
widely preferred in both personal and professional
contexts due to its ease of implementation and rapid
effect.

e Digital Detox: Similar to a physical detox, this process
involves a longer, planned period. Media consumption is
limited, and the goal is to consciously manage digital
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device usage, reduce stress from work and personal life,
and strengthen mental and physical well-being.

o Media Asceticism: The most comprehensive form of
digital minimalism, in which the individual fully
withdraws from digital life and culture. This approach
requires strong willpower and determination and demands
long-term commitment. It imposes certain restrictions on
digital communication.

The tourism sector has also been influenced by the digital
minimalism approach. Tourists’ desire to spend their holidays
either temporarily or completely disconnected from digital
devices has been reflected in their tourism expectations.
Consequently, new tourism concepts such as “digital detox
tourism,” “disconnected tourism,” or “unplugged tourism” have
begun to appear in the relevant literature (Karagoz, 2022).

4.2 Analog Travel Movement

As aresult of the demand for travel experiences that are partially
or completely free from digital devices, new trends have emerged
in tourism. Travel types in which digital devices are deliberately
limited are referred to as digital detox tourism. Although
considered a relatively new concept, the desire to escape from the
chaos of daily life has been recognized as an important need since
the 1970s (Aydinhi & Akgoz, 2024).

Tourists who aim to regain control over technology by
disconnecting from the digital world during their vacation adopt
strategies such as disengaging from online monitoring and
engaging in introspective reflections. Participating in structured,
digitally-free tourism activities allows tourists to interact offline.
Digital detox practices and applied mindfulness enhance personal
development through innovation, being present in the moment,
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and social interactions free of distractions. This process helps
reestablish the boundary between everyday digital life and travel
experiences, which are often dominated by constant technological
connection (Hassan & Saleh, 2024).

Tourism activities that focus on spending time in nature and in
technology-free environments aim to reduce dependence on
social media, smartphones, and other technological devices. The
intensive daily use of digital devices in modern life has made
digitally-free travel increasingly significant and a special area of
interest. This form of tourism has become a preferred choice for
tourists seeking to restore both physical and mental well-being by
disconnecting from digital technologies. The main characteristics
of this type of tourism are as follows (Boyact Yildirim, 2024):

e Participants spend time in areas with no internet or phone
signal, providing them with a nature-immersed experience
free from digital connections. Many hotels, resorts, and
nature camps are located in zones where internet access is
limited or completely unavailable to support digital detox
services.

e Various activities such as meditation, yoga, nature walks,
and therapy sessions are offered as part of digital detox
programs. These activities support participants’ mental
and physical well-being during periods away from digital
devices.

e Participants are encouraged to interact and communicate
face-to-face without relying on technology. This enables
them to develop social relationships with others who have
gathered for similar purposes.

Within this context, new packages and services have begun to be
offered in accommodation and travel services. For example,
travel agencies aim to provide individuals with the digital-free
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vacation they desire through digital detox holiday packages.
These vacation packages can be categorized into three types
(Hoving, 2017):

o Soft detox holiday packages: Technological facilities,
such as televisions and other digital devices, are available
at the destination and accommodation. In this package, the
responsibility for using digital devices lies with the
individual’s own discretion.

e High detox holiday packages: Digital devices are not
available at the destination. However, there is a shared
digital access area nearby where digital connectivity is
possible.

o  Full detox holiday packages: These are destinations and
facilities where no information and communication
technologies are available. In this package, participants
are completely free from digital devices.

Campers, backpackers, and families with young children tend to
disconnect from digital technologies more than other tourists. The
motivations influencing the choice of these vacations include the
need to establish social bonds, the pursuit of spiritual fulfillment,
concerns about information security, and the desire to avoid
international mobile/internet fees. Additionally, the desire to
unplug from technology is driven by factors such as enhancing
psychological well-being, achieving mental relaxation, escaping
work-related pressures, and spending more quality time with
family members (Topsakal & Ding, 2022).
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Figure 7. Growth Forecast for the Digital Detox Tourism Market
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Digital detox wvacations cater to the growing demand for
experiences that prioritize mental well-being, mindfulness, and
face-to-face social interaction. It is anticipated that the demand
for digital detox tourism will increase among individuals seeking
to relieve stress and burnout caused by technology dependence.
This will lead to a surge in the demand for digital detox tourism
services. Polaris Market Research predicts that this market will
grow at an average annual rate of 24.5% during the 2025-2034
period (URL-7).

4.3 Global Inequalities in Technology Access

The digital divide, also referred to as the “digital gap” or “digital
inequality,” was first defined in a 1999 report published by the
United States National Telecommunications and Information
Administration (NTIA) to describe the disparity between
individuals who have access to new technologies and those who
do not. The concept explains differences in access to and use of
information and communication technologies across individuals,
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households, businesses, and regions with varying socio-
economic statuses (Cevik & Toplu, 2023). The issue of digital
divide can be classified into three main stages (Bolat, 2024):

Economic Inequality: The most fundamental form of
digital inequality, economic inequality refers to the lack
of necessary hardware (such as internet connection,
computers, etc.) required to wuse information and
communication technologies (e.g., e-government
services). In this type of inequality, a clear gap emerges
between individuals with sufficient economic resources
and those who lack access to these facilities.

Usage (Capability) Inequality: This inequality refers to
the inability of individuals to effectively use technological
tools even when they have access to them. It can be
mitigated by acquiring skills such as computer and
internet literacy. Overcoming economic inequality is
important, but being able to use these tools effectively is
equally critical. However, acquiring this capability may
be more challenging than gaining economic access.
Participation Inequality: This refers to the inability to
actively participate in the production and development
processes of information technologies. While usage
inequality can be gradually reduced once a certain level is
reached, participation inequality is a more persistent issue.
Most users of network technologies and information
systems engage with them only at a consumer level rather
than as producers or developers. This limited engagement
also has implications in the context of social networks and
communities.

Other factors influencing digital inequality or the digital divide
include institutional structure and type of government, social and
economic status, cost, speed, quality of content and services,
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infrastructure conditions, knowledge and skills, psychological
factors, and culture. Among these, the most decisive factor is
social and economic status. Socioeconomically developed
societies hold a stronger position in generating, processing, and
disseminating information. Countries with higher economic
levels have advantages in creating infrastructure for information
and communication technologies, strengthening institutional
structures, and integrating these tools into future technical service
processes (Cevik & Toplu, 2023). Although access to digital
technologies is seen as a basic requirement, it is not equally
distributed within societies. The mere presence of devices such as
computers, internet connections, or smart TVs at home is
insufficient. When individuals lack the necessary knowledge to
use these tools effectively, access becomes functionally
meaningless. Evaluated solely from the perspective of possession
or non-possession, it may appear that the requirements of the
digital age are being met. However, this approach can obscure the
visibility of new types of inequalities in the information society
(Gorgiin Baran & Erdem, 2017).

Figure 8. Changes in Global Internet Usage Over the Years
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The number of internet users worldwide has reached 5.5 billion.
While approximately 90% of the population in developed
countries has access to the internet, this rate is below 70% in
developing countries (Arslantas, 2025). According to the
Household Information Technology Usage Survey conducted by
the Turkish Statistical Institute, the internet usage rate among
individuals aged 16—74 was 87.1% in 2023 and 88.8% in 2024.
In terms of gender, internet usage in 2024 was 92.2% for men and
85.4% for women (URL-6). When examining the reasons for
internet use, information seeking (61.3%) and maintaining
contact with friends/family (58.8%) were identified as the
primary reasons. However, there are still destinations without
internet access today.

Figure 9. Primary Reasons for Internet Usage
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Elderly individuals can use digital tools to strengthen their social
relationships and support their quality of life. However, lack of
knowledge, negative attitudes, and age-related physical
limitations make the efficient use of these technologies
challenging. Current smartphone models are not fully compatible
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with the habits and needs of older adults, and insufficient
knowledge about cybersecurity makes digital threats a concerning
issue. This situation necessitates considering the needs and ease
of use for older adults in the technology design process.
Comprehensive training programs on effective technology use
and cybersecurity awareness can be effective in overcoming these
barriers (Kogak & Keskin, 2024).

Examining destinations without internet access, it is observed that
in Burundi, East Africa, 87.8% of the population lacks internet
access. In the Central African Republic, 87.5% of the population
is offline. In North Korea, internet access is restricted for the vast
majority of citizens. The top five countries with the highest
number of internet users globally are China (1.1 billion), India
(881.3 million), the United States (311.3 million), Indonesia
(215.6 million), and Pakistan (170 million) (URL-9).

4.4 Destinations in the Shadow: Invisible Geographies

Digital inequality refers to the disparities in access to
technological tools as well as resources such as software,
education, and content. Social and geographic conditions affect
individuals’ ability to access technology. For example, people
living in urban centers and rural areas do not have the same
opportunities for internet access. The central perspective of this
factor, which is linked to social inequalities, is that the lack of
access leads to negative consequences despite the benefits of
internet connectivity. When examining the differences between
developed and developing countries, disparities in internet usage
rates are notable. This gap contributes to social and global
divergences in economic conditions, access to information, and
overall welfare. Moreover, the level of ability to effectively use
these technologies also influences inequality (Kalayci, 2023).
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Figure 10. Percentage of Internet Users in Urban and Rural Areas
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By 2024, 83% of the global population living in urban areas use
the internet, whereas this rate is 48% in rural areas. Of the 2.6
billion people who do not use the internet, 1.8 billion live in rural
areas and 800 million live in urban areas. The disparity between
urban and rural areas varies significantly across countries with
different income levels. In high-income countries, this gap is
almost negligible (1.1%), whereas in low-income countries, only
one in six people (16%) uses the internet. This rate is
approximately one-third of the rate in urban areas (URL-10).

Although technological advancements and new inventions are
expected to eliminate inequalities between regions, societies, or
states, technological developments have actually shifted these
disparities to a different dimension. People may migrate because
they cannot fully benefit from digital advancements in their
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current location, and often face digital inequalities even in the
places they move to. The digital divide especially drives
migration in the fields of health and education. Individuals
seeking to specialize in healthcare in countries with less advanced
technology may migrate to environments with better
technological facilities for education and employment. Such
migrations can also occur within the same country, between
regions or provinces (Tayang, 2021). Social exclusion resulting
from insufficient access to information and digital technologies,
negatively affecting personal, political, and economic capacities,
is defined as digital exclusion. Ensuring equal access to the
internet and promoting effective use through digital literacy
training when necessary is crucial. For instance, to address the
digital divide, the Internet for All Now Act was introduced in
California in 2017. This legislation aimed to provide the
necessary infrastructure for internet access to individuals in low-
income and rural areas and to support digital literacy education
(Sanders & Scanlon, 2021).

4.5 Language, Culture, and Code Barriers

The gap between those who have meaningful representation in
the internet and global digital environment and those who do not
is referred to as the digital language divide. The connection
between language, culture, and society is grounded in
individuals’ and communities’ ability to express themselves in
their own languages, which underpins personal identity, ideas,
and worldview, and supports the preservation of a unique
perspective. Current Al-based language technologies-such as
language models, machine translation systems, multilingual
dictionaries, and texts-primarily focus on languages spoken by
only 2-3% of the world’s population (Bella et al., 2023).
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Language is one of the most fundamental elements shaping a
society’s cultural identity. However, globalization and the
dominance of major languages are pushing approximately 3,000
languages toward extinction. Today’s Al-based translation
systems often fail to fully reflect cultural uniqueness, experiential
narratives, and historical contexts, prioritizing speed and
efficiency instead. This situation leads to the neglect and
marginalization of linguistic diversity (Anik et al., 2025). For
example, in mobile app design, factors such as usability, layout,
color, text, and accessibility must be considered. For designs
targeting multiple cultures, these factors must also be evaluated
culturally. In multicultural applications, the specific cultures of
the users must be analyzed, and after understanding all standards,
the application should be designed to accommodate cultural
diversity (Ross & Gao, 2015).

The most widely used language in computer and internet
environments is English. Since internet access is a primary
indicator of the digital divide, the language factor is crucial.
People who do not know English have limited access to the digital
world and are often compelled to learn English. This situation is
further complicated because most software and hardware are
designed in English. New technologies must go through a
challenging translation process before becoming usable for non-
English speakers. This process delays the dissemination of
technology and can create new issues. Most technology-related
terms are of English origin and do not have equivalents in less
widely spoken languages. Even in languages like Turkish,
English terms such as “format” and ‘“update” are used.
Consequently, understanding user manuals and software
instructions becomes difficult, widening the digital divide for
individuals with low education levels and those who are
disadvantaged (Yaman, 2015).
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5 A DIGITAL PERSPECTIVE ON THE FUTURE OF
TOURISM

Digitalization is driving profound transformations in the tourism
sector, reshaping both service delivery methods and tourists’
travel experiences. Technologies such as artificial intelligence,
big data, virtual/augmented reality, and blockchain are
transforming how tourism businesses interact with customers,
manage operations, and develop marketing strategies. In
particular, online booking platforms, mobile applications, and
personalized digital services allow tourists to plan their trips more
flexibly, quickly, and conveniently (Buhalis & Amaranggana,
2015).

The tourism of the future is evolving into a hybrid structure
enriched not only by physical spaces but also by digital
experiences. For example, virtual tourism applications provide
alternative experiences for individuals unable to physically reach
destinations, while augmented reality technology makes on-site
experiences more interactive. Moreover, with the increasing use
of data-driven  decision-making processes, destination
management becomes more sustainable and efficient (Gretzel et
al., 2015). In this context, digitalization is not merely a
technological development but also a strategic factor triggering
the structural transformation of tourism.

5.1 Digital Tourism: Freedom or Control?

In the 21st century, digitalization has profoundly transformed the
global tourism sector. Emerging digital technologies have
facilitated access to tourism services, made travel planning faster
and more efficient, and added a personalized dimension to user
experiences (Gretzel et al., 2015). Tools such as online booking
systems, user reviews, Al-powered recommendations, and mobile
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applications significantly influence and guide tourists’ decision-
making processes. While this transformation appears to offer
individuals more choices and freedom of movement on the
surface, invisible digital mechanisms operating in the background
control the travel experience (Zuboff, 2019).

This raises key questions: Are tourists truly free, or are they
invisibly guided by digital platforms and algorithms? Does
digitalization promote competition and pluralism in the tourism
sector, or does it reinforce the dominance of a few major
platforms, creating a new form of digital monopoly? Are user
reviews and ratings genuinely under users’ control, or are they
part of the platforms’ constructed and guiding strategies?

The seemingly liberating nature of digital tourism is, upon closer
examination, intertwined with a form of digital governance.
Algorithms not only provide recommendations based on user
history but also control visibility and determine what information
users can access (Beer, 2019). This undermines the independence
of user choices, replacing the freedom of selection with the
necessity of choosing among guided options. For instance, a high
rating on Google Reviews for a tourist attraction may depend
more on algorithmic promotion strategies than the actual quality
of the site. Consequently, consumer behavior, though appearing
to reflect individual preferences, is in fact shaped by big data-
driven guidance processes.

Furthermore, although digitalization allows small-scale
businesses to access global markets, the dominant role of large
digital platforms (e.g., Booking.com, Airbnb, TripAdvisor) lays
the groundwork for digital monopolization in the sector (Ert &
Fleischer, 2019). These platforms have become key players in the
tourism sector by controlling both content flow and the options
presented to consumers.
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Therefore, digitalization in tourism plays a dual role: liberating
and controlling. This duality allows modern tourists to become
more informed and empowered consumers while simultaneously
integrating them into an unseen network of surveillance and
guidance. This contradictory nature of digitalization necessitates
a critical digital literacy perspective in sectoral analyses.
Consequently, this duality is examined through three main
mechanisms.

5.1.1 Price Control

The effects of digitalization in the tourism sector are not limited
to facilitating access; they have also profoundly transformed
pricing mechanisms. Dynamic pricing systems, commonly used
in digital tourism, have replaced the traditional fixed-price
approach with a system that fluctuates in real time (Chen et al.,
2016). Dynamic pricing automatically updates the prices of
services such as flights, hotels, and tour packages based on
variables such as user behavior, demand level, location, time
zone, device type, and search history.

While this system provides businesses with flexibility in
marketing and revenue management, it often creates
unpredictable and difficult-to-understand experiences for
consumers. For example, two users searching for the same flight
may encounter different prices solely based on location or device
type (iPhone, Android), indicating that prices are determined
more by algorithmic assessment than objective costs (Hannak et
al., 2014). Such applications reveal the systematic manipulations
behind digital tourism and create a “digital freedom illusion” for
consumers: while users think they are making choices, they are
actually subjected to system-driven guidance.
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Dynamic pricing allows for third-degree price discrimination by
offering different prices for the same service to different users.
However, this discrimination often occurs without users’
knowledge or consent. This opaque structure gives digital
platforms a high level of control while weakening consumers’
decision-making process (FTC, 2025).

Another major issue is the lack of transparency. Consumers often
do not know how prices are determined, which data are used, or
how these data are processed. The reasons for price changes and
the algorithms’ decision-making mechanisms remain hidden,
creating an uncontrolled digital surveillance environment. Thus,
consumers are reduced to mere data providers, while digital
platforms maximize profits based on these data (Zuboff, 2019).

In conclusion, price control in digital tourism is not only shaped
by supply and demand but also by the processing, classification,
and guidance of user data. The lack of transparency in dynamic
pricing systems raises ethical and consumer rights concerns,
threatening the accountability and fair service delivery in digital
tourism.

5.1.2 Rating and Review Monopoly

Digital reviews have increasingly become a powerful tool in
shaping consumers’ travel choices. Users’ sharing of experiences
through ratings and written reviews appears to represent a
democratic content creation process. However, the visibility of
these contents is largely shaped by algorithms controlled by
digital platforms. This indicates that user participation is
seemingly free but actually occurs within a restricted framework.
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Online review platforms such as TripAdvisor, Google Reviews,
and Booking.com shape visibility mechanisms according to both
technical and commercial criteria. These platforms:

e They determine which reviews appear at the top through
ranking algorithms,

e They provide marketing services to businesses that
increase visibility and generate positive evaluations,

e They implement various “review policies” to suppress or
limit negative content.

These algorithmic structures determine the visibility of users’
reviews not only based on content quality but also according to
the commercial relationships between the business and the
platform, the level of engagement, and spam filters (Luca &
Zervas, 2015). As a result, review and rating systems, although
giving the impression of transparency and participation to the
consumer, are part of a commercialized and algorithmically
controlled process governed by digital platforms. Even when
users write reviews with the intention of sharing their
experiences, these contents usually become visible or hidden
through commercial filtering processes and algorithms. This
situation restricts free access to information and transforms online
reviews into tools of surveillance and guidance.

Indeed, research shows that despite robust filtering systems, 15%
to 30% of reviews on online platforms can be manipulated (Cao,
2020). In hotels at highly preferred international destinations, it is
suggested that one in every seven reviews may be fake (Aksoy &
Giinaydin, 2024).

For hotel businesses, the impact of online reviews affects not only

reputation but also directly influences economic performance.
Considering high investment costs and operational expenses,
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businesses are expected to develop strategies to address reviews
that could influence potential customers’ decisions (Aksoy &
Gilinaydin, 2024). In this context, some hotel managers may resort
to review manipulation to protect their online reputation and gain
an advantage over competitors.

The fact that a few platforms, such as Booking.com and Expedia,
dominate the market has made hotel managers more dependent
on these platforms, making online reputation management a
critical factor for the hotel industry (Gossling et al., 2019).

Finally, Luca (2016) states that approximately 20% of five-star
reviews on some platforms may have been purchased or
manipulated. Manipulation is not limited to content creation;
reviews can be bought, removed according to platform policies,
or have their visibility reduced by algorithms. These findings
demonstrate that online reviews are not merely tools reflecting
individual experiences but are also content governed by economic
and digital power.

5.1.3 Commission Obligation

Digital tourism platforms offer businesses access to a broad
customer base, but this access comes with significant financial
and structural costs. Online Travel Agencies (OTAs), such as
Booking.com, Expedia, and Airbnb, provide their intermediary
services in exchange for a commission. Commission rates impose
substantial financial burdens, particularly on small and medium-
sized enterprises, reducing profit margins and threatening long-
term financial sustainability.

While large enterprises can absorb these high commission rates

through operational economies of scale, for boutique hotels and
local businesses, this presents an existential risk. Small-scale
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actors who must remain visible via OTAs report a significant
reduction in digital visibility when they turn to alternative sales
channels. Many hotel operators in Turkey have noted that their
search engine rankings decline and access to potential customers
becomes limited when focusing on direct bookings. This situation
can be interpreted as a digital “intimidation” or an indirect
sanction imposed by platforms.

Especially, parity agreements, which prevent businesses from
offering lower prices on their own websites than those on OTAs,
constitute another significant control mechanism that limits
competition. These agreements reinforce the monopolistic
position of digital platforms and deprive businesses of pricing
freedom. Countries such as Germany, France, and Italy have
declared these practices illegal, taking important steps to ensure
fair competition in digital markets.

The commission system, ostensibly based on mutual benefit
between digital tourism actors and businesses, in practice creates
a largely one-sided dependency. OTAs demand not only a
financial fee but also a strategic control area in exchange for
global access and visibility. Many aspects, from pricing strategies
to digital visibility, are shaped within the rules established by
these platforms.

In this context, freedom in digital tourism is often an illusion.
Participation in OTAs under the guise of “freedom” effectively
becomes a commission-based obligation, and actors wishing to
exit the system face visibility loss, decreased bookings, and
indirect sanctions.
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5.2 Al-Managed Tourism Experience

Artificial intelligence technologies are increasingly playing an
invisible yet impactful role in the tourism sector. From
reservation processes to destination selection, and from review
ranking to personalized recommendations, algorithms guide
decision-making processes at numerous stages. This digital
transformation raises questions about whether the tourist
experience is being enhanced or constrained by Al. Additionally,
the potential for visibility and perception to be directed by
commercial or political motivations is another important topic of
discussion (Zaman, 2025).

Therefore, the ways in which Al-based systems shape tourists’
digital interactions are examined under two main headings.

5.2.1 Visibility Algorithms

Visibility algorithms are Al systems on digital tourism platforms
that determine which content (e.g., hotels, tours, reviews, or
destinations) will be prioritized and presented to users. These
systems typically generate personalized content based on the
following user data:

e Search and browsing history

e (Geographical location information

e Demographic data

e C(Click and interaction habits

e Type of device used and time of Access

In light of these data, the personalized algorithmic filters provide
users with visibility based on “relevance”. However, this also
raises critical questions regarding the objectivity and
transparency of information access.
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5.2.1.1 Commercialized Visibility

In the tourism sector, digital visibility does not merely mean
being noticed on digital platforms. The primary goal is to convert
this visibility into commercial value—that is, not only capturing
the attention of travelers but transforming them into actual
customers. In the digital world, where millions of pieces of
content are produced every minute, it is not enough for a tourism
business to simply be “visible.” A hotel receiving likes on social
media or a travel agency being mentioned in blogs may be
significant, but true success is measured by whether these
interactions translate into bookings, sales, or brand loyalty. In
other words, visibility is meaningful only if it can directly
generate revenue (Ekstrom, 2024).

In the post-Covid-19 era, with the increased time spent online,
digital visibility has become almost a lifeline for tourism
businesses. From large hotel chains to boutique establishments,
everyone competes within the same digital space. In this
competitive environment, it has become essential for SMEs, in
particular, to design visibility strategies that directly serve
commercial objectives (Ogurtani, 2022). Therefore, the
requirements for achieving commercialized visibility can be
summarized as follows:

1. Knowing the Target Audience: The first step in
converting digital visibility into revenue is to clearly
define your target audience. Different groups—such as
luxury travelers, backpackers, families, or digital
nomads—have vastly different expectations and needs.
Therefore, it is impossible to develop an effective digital
strategy without analyzing the online habits and behaviors
of your audience.
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2. Establishing Presence on the Right Channels: Not
every digital platform is suitable for every brand. The key
is to strategically position yourself on platforms where
your target audience is active. This ensures that your
content reaches the right people at the right time,
generating higher engagement.

3. Creating Conversion-Oriented Content: Visual
aesthetics alone are not enough. Calls-to-action, special
promotions, and booking prompts can directly transform
your visibility into revenue. Your content should not only
attract attention but also drive action.

4. Data-Driven Measurement: Which content generates
more bookings? Which campaign increased occupancy
rates? All digital activities should be analyzed regularly,
and strategies should be continuously optimized based on
the data obtained. Decisions grounded in data lead to
sustainable success.

Today, a large portion of the global population is an active
internet user, and a significant part of tourism-related decisions is
shaped through digital channels. Therefore, digital visibility
should be considered not merely as an aesthetic or access-oriented
factor but as a strategic investment that directly contributes to
commercial outcomes. With proper targeting, effective content,
and data-driven optimization, digital presence can become a
sustainable source of revenue for businesses.

5.2.1.2 Inequality in Access to Information

With the rise of digitalization, the ways individuals access
information show significant disparities. Even for searches
conducted in the same digital environment using the same
keywords, users may encounter different results, creating a form
of algorithmic inequality in accessing digital information. This is
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particularly noteworthy in sectors like tourism, where digital
visibility provides a competitive advantage (Pariser, 2011).
Search engines and social media algorithms personalize content
based on users’ past behavior, location, language preferences, and
device characteristics. These personalization practices present
each user with a distinct digital reality, resulting in “different
outcomes” despite the “same search” (Hannak et al., 2013).

In tourism, this can lead to considerable differences in access to
information about destination choices, accommodation options,
transportation, and local experiences. For instance, a search for
"boutique hotel in Izmir" may yield vastly different hotel
suggestions, prices, and review rankings for a user in Germany
compared to a user in Turkey. Consequently, a user might
complete their decision-making process without being exposed to
alternative tourism products.

Digital visibility in tourism is strategically important not only for
promotion or information purposes but also for its potential to
convert into commercial gain. However, digital visibility is also
shaped by factors such as digital advertising budgets, SEO
investments, and compliance with platform algorithms (Xiang et
al., 2017). While large-scale tourism enterprises and
multinational platforms have access to these tools, local and
small-scale businesses face the risk of digital invisibility. This
demonstrates that digital competition in tourism is determined not
only by service quality or customer experience but also by the
algorithmic preferences of digital media platforms.

Ensuring fairness in access to digital information in the tourism
sector requires a multi-actor and multi-level approach. Businesses
need to diversify their content production strategies according to
different user profiles, digital platforms should develop more
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transparent and equitable content ranking systems, and users’
digital literacy levels should be enhanced.

In particular, increasing the digital marketing capacity of local
businesses and supporting their visibility within the context of
sustainable tourism is crucial to reducing information access
inequalities. Otherwise, algorithmic selections will not only
create commercial imbalances but also threaten the visibility of
cultural diversity and local destinations.

5.2.2 Perception Management

Perception management is the process of deliberately idealizing
certain destinations, venues, or experiences in digital tourism
environments. Social media platforms, Al-generated content
systems, digital influencers, and visual marketing tools play a
critical role in this process.

Social media and tourism platforms influence how tourists form
preconceived notions about a destination. These preconceptions
are often shaped by idealized, filtered representations that exclude
problematic aspects of reality. For example:

e Crowds, queues, or unfavorable weather conditions are
not shown in visuals.

e Challenges or infrastructure shortcomings are concealed.

¢ Only the 'perfect' moments are highlighted.

This situation can cause a mismatch between the perception
created digitally and the physical reality experienced by tourists
at the destination. Many so-called “hidden gems” that gain
popularity on platforms like Instagram may, in reality, be difficult
to access, crowded, and lacking proper infrastructure. Through
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perception management, such places become a tourist bubble
detached from reality.

Artificial intelligence technologies play a multi-layered role in
creating this digital illusion. Al-supported tools can rearrange
visuals, generate textual content, and manipulate search engine
optimization. Cizreliogullar1 and colleagues (2021) describe this
phenomenon as the 'visual illusion industry." The main digital
intervention methods are as follows:

e C(Creation of unrealistic visuals (e.g., altering weather
conditions, removing crowds),

e Manipulation of SEO through automatically generated
blog posts,

e Modification of impressions in video content via
adjustments in sound, color, and speed.

Through such practices, digital content creators and destination
managers hold the power to direct tourists’ attention to specific
elements, thereby guiding their behavior. As a result, the
emphasis shifts from the reality the tourist will experience to the
digital image intended for consumption.
When a mismatch occurs between the idealized images created in
the digital environment and the physical experience, various
negative consequences emerge:

e Experience clash: The tourist experiences dissatisfaction
due to the discrepancy between what is seen digitally and
what is encountered on-site.

e Psychological effects: Unmet expectations may generate
feelings of guilt, regret, or disappointment.

e Local conflicts: Digitally created artificial attractions can
lead to overtourism pressures, causing tension between
tourists and the local population (Aksu & Dénmez, 2024).

88



ERKAN AKGOZ AND BENGU SU KARAGOZ

In addition, the personalization claims of Al-powered systems
often shape tourists’ decisions through the limited options
presented by algorithms. As a result, visibility is placed under
algorithmic control, tourists’ freedom of choice is reduced, and
travel routes are confined within a digitally predefined framework
(Stylidis, 2020).

Perception management in tourism has gone far beyond
traditional promotional methods under the influence of
digitalization. Social media, artificial intelligence, and visual
content production are systematically used to enhance the
attractiveness of destinations, creating a virtual experience
environment increasingly detached from reality. This new
structure in digital tourism brings both opportunities and
significant ethical and social challenges. Therefore, in the future
of tourism, digital perception management strategies must be
addressed not only from a marketing perspective but also in terms
of sustainability, ethics, and psychological impacts.

5.3 Metaverse and Virtual Tourism

Recent rapid developments in digital technologies have
fundamentally transformed the tourism experience. The
widespread adoption of augmented reality (AR), virtual reality
(VR), and metaverse technologies has made it possible for
individuals to experience a destination without physically
traveling there. Initially, the concept of "seeing without going"
was limited to documentaries and tools like Google Earth; today,
it has gained a far more interactive and immersive dimension
through metaverse-based virtual reality applications (Guttentag,
2010).

Nowadays, users can stroll through the streets of Paris with VR
equipment, explore the interior of Hagia Sophia in 360 degrees,
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or meditate virtually at a temple in Japan. The fact that these
experiences require no physical travel, visa procedures, or
accommodation planning has led to a redefinition of tourism not
only in spatial but also in temporal terms.

Although metaverse-supported tourism applications offer
advantages in terms of accessibility, cost, and sustainability, this
transformation also raises some fundamental questions. These
include:

e Can virtual tourism replace physical tourism?

e Does the metaverse carry the potential for addiction in
individuals, or does it democratize tourism, making it
more accessible?

e Does this new form of experience pose a risk of
weakening individuals’ attachment to physical reality?

Based on these questions, the metaverse-based virtual tourism is
examined through two main dimensions: addiction and the
transformation of digital economy and identity.

5.3.1 Addiction

Increasing time spent in the metaverse not only poses a risk of
individual-level  addiction but also triggers various
transformations in social, psychological, and cultural contexts.
Especially young users may tend to construct an idealized identity
in virtual environments, distancing themselves from the
limitations and challenges of physical reality. This turns digital
tourism experiences into more than just information-gathering or
entertainment activities, functioning instead as a form of escape
(Baudrillard, 1994).
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Avatars created in the virtual environment, digital identities that
can be customized according to personal preferences, and
reimagined destination experiences offer users a high sense of
control and satisfaction. However, this artificial satisfaction may
gradually lead to desensitization toward real-world experiences.
Users may prefer to “visit” the same destination virtually multiple
times on the metaverse rather than overcoming the logistical and
financial challenges of physical travel. This may result in
individuals distancing themselves not only from physical spaces
but also from social relationships and societal participation.

With the increasing influence of digital tourism, individuals’
travel practices and their relationship with tourism are undergoing
significant  transformation. The  high  accessibility,
personalization, and control offered by virtual environments such
as the metaverse create a strong attraction that can pull users away
from traditional forms of tourism. This may lead to excessive
engagement or addiction-like behavior patterns toward digital
tourism in some individuals. Travel experiences in virtual
environments affect not only physical mobility but also social
relationships, psychological balance, and economic consumption
habits.

In this context, to analyze the effects of digital tourism practices
on individuals, certain observable indicators of engagement and
addiction can be identified. The following table presents the main
signs and explanations of these indicators:

Tablo 2. Indicators of Digital Engagement in Tourism

Indicator Description

Decreased The increase in Metaverse and VR-based experiences
interest in may create a “I’ve already seen it” feeling in
physical tourism | individuals. Experiences obtained in virtual
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environments can reduce interest in real locations or
delay visit plans.

As time spent in digital tourism environments

Withdrawal . o . . . .

. increases, an individual’s physical relationships with
from social . L . . .
. . their social circle weaken. This can trigger loneliness
interaction

and social disconnection.

The high level of control and idealized experiences in
Dissatisfaction virtual environments can lead to disappointment when
with reality facing real-life challenges. This may reduce
satisfaction with actual experiences.

Digital spending replaces physical travel costs,

Increased . . . .

cconomic including VR equipment, in-Metaverse purchases, and
. NFT-based travel packages. New digital consumption

expenditure

patterns emerge.

The table provides a fundamental framework for understanding
the development of digital attachment behaviors in individuals.
These indicators reveal how virtual experiences, which are
replacing physical tourism, shape user behavior. Especially with
the increasing prevalence of VR- and Metaverse-based
applications, individuals’ travel habits, social relationships,
perceptions of reality, and consumption practices are undergoing
significant changes.

5.3.2 Digital Identity, NFTs, and the Virtual Economy

With the advancement of digital technologies, the ways
individuals express themselves are increasingly becoming
independent of their physical identities. Digital environments
such as the Metaverse allow individuals to create constructed
digital identities (avatars) distinct from their physical presence,
introducing the concepts of “multiple identities” or “virtual self”
(Turkle, 2011). In the context of tourism experiences, users in
virtual tourism environments not only explore destinations but
also reconstruct their tourist identities, displaying these identities
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on digital platforms to gain social validation, interaction, and a
sense of belonging.

The commercialization of these digital identities has gained a new
dimension through NFT (Non-Fungible Token) technologies.
Users can purchase virtual museum tickets, digital tour souvenirs,
collectible items, or avatar accessories as NFTs within Metaverse
environments, thereby personalizing their digital experiences
while also assigning them economic value. As such, digital
tourism evolves not merely as an alternative to physical travel but
also as a new form of consumption grounded in crypto-
economics.

The uniqueness and ownership guarantees provided by NFTs
facilitate the monetization of digital experiences and create digital
forms of class distinctions and access inequalities. For instance,
access to some virtual destinations may be restricted to holders of
special NFT tickets, and certain avatar features can serve as
indicators of social status (Anaya-Sanchez et al., 2024). This
mirrors privileged experiences in physical tourism, such as luxury
tours or private guided services, in the digital realm.

Moreover, the Metaverse economy extends beyond individual
consumption, supporting the emergence of new professions such
as content creators, digital guides, and virtual architects.
Consequently, digital tourism becomes an interactive space
where users move beyond passive consumption and actively
participate in the digital production economy.

However, this digital transformation carries certain risks. Digital
identities may drift away from the real self and become “objects
of display,” potentially leading to psychological issues such as
false perceptions of success, identity confusion, and social
comparison. NFT-based virtual consumption can also incentivize
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individuals to allocate economic resources toward digital
visibility and prestige rather than physical needs (Kuss &
Griffiths, 2017).

In conclusion, the creation of digital identities and NFT-centered
economic practices transform virtual tourism into a multilayered
arena where identity, economy, and socialization practices are
redefined. This transformation necessitates that digital tourism
policies address not only technological but also ethical, cultural,
and sociological dimensions.

CONCLUSION AND GENERAL ASSESSMENT

The integration of digital technologies into the tourism sector has
made nearly all stages of the travel experience-planning, booking,
transportation, accommodation, and feedback-manageable
through digital platforms. This process provides tourists with
speed, convenience, and personalized service advantages while
enhancing the global visibility of destinations and opening new
market opportunities for local businesses. Virtual tours and
augmented reality applications enrich visitor experiences,
facilitating access to information and decision-making processes.
Al-supported systems improve service quality by analyzing
users’ past preferences and offering more suitable and engaging
options.

However, when evaluated alongside concepts such as
surveillance capitalism, algorithmic power, and digital authority,
it becomes evident that digitalization is not merely a tool for
efficiency but a mechanism that reshapes individual freedoms,
privacy, and competitive conditions. The systematic collection of
user data for commercial and administrative purposes, the
prediction and steering of behaviors, and the phenomena of
“experience standardization” and “digital hierarchy” emerge as
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consequences. This can reduce the visibility of wunique
destinations and small-scale businesses, narrowing -cultural
diversity and making tourists unknowingly dependent on
algorithmic guidance in their decision-making processes.

Digital authority is not solely an economic issue but also a
political and ethical one. In authoritarian regimes or on platforms
with weak regulation, algorithms can be used for surveillance,
censorship, and disinformation, weakening democratic discourse
and threatening individual autonomy. As emphasized by thinkers
from Michel Foucault’s panopticon metaphor to Zuboff’s theory
of surveillance capitalism, digital surveillance regulates not only
external behavior but also internal preferences and cognitive
processes. Therefore, digitalization in tourism is not merely a
technological trend but also an ethical and legal governance issue.

To manage this transformation effectively, industry stakeholders
must develop policies and strategies in three key areas: first,
ensuring transparency in data management and privacy standards
in line with international norms; second, establishing mechanisms
for algorithmic transparency and accountability; and third,
creating fair competition conditions that support the visibility of
small and local actors on digital platforms. This framework is
critical for protecting both wuser rights and the sector’s
sustainability.

Additionally, at the level of digital citizenship, individuals must
be educated in digital literacy, ethics, and security, while tourism
employees should be equipped with digital proficiency and
technology-based problem-solving skills. This approach can
reduce the risks of surveillance and manipulation while making
tourism experiences more transparent, fair, and inclusive.
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In conclusion, the digitalization of tourism is an irreversible
reality and one of the core dynamics shaping the sector’s future.
Preventing this process from evolving into a “digital dictatorship”
requires the use of technology in accordance with ethical
principles and human rights. Tourism stakeholders and
policymakers must design digital infrastructures not solely as
efficiency- and profit-oriented tools but as ecosystems that
reinforce democratic values, cultural diversity, and individual
freedoms. In this way, digital technologies can move beyond tools
of surveillance and manipulation to become foundational
supports for building a fair and sustainable future in tourism.
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